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Preface

Preface

This document describes how to install and configure the SafeNet Authentication Service Agent for IBM Security
Access Manager for Web.

Customer Release Notes

The Customer Release Notes (CRN) document provides important information about this release that is not
included in other customer documentation. It is strongly recommended that you read the CRN to fully
understand the capabilities, limitations, new features and known issues for this release.

Audience

This document is intended for personnel responsible for maintaining your organization's security infrastructure.
This includes SafeNet Authentication Service (SAS) users and security officers, key manager administrators,
and network administrators. It is assumed that the users of this document are proficient with security concepts.

All products manufactured and distributed by Gemalto are designed to be installed, operated, and maintained by
personnel who have the knowledge, training, and qualifications required to safely perform the tasks assigned to
them. The information, processes, and procedures contained in this document are intended for use by trained
and qualified personnel only.

Support Contacts

If you encounter a problem while installing, registering or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult the
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can login to

manage incidents, get latest software upgrades, and access the Gemalto Knowledge
Base.
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1 — Introduction

Introduction

IBM® Security Access Manager

Authentication is the process of proving that a user is who he or she claims to be. An Access System enables
you to configure authentication rules in the policy domains and policies that protect your resources.
Authentication rules, in turn, contain authentication schemes, which provide the methods for performing
verification of the user's identity.

The IBM® Security Access Manager (ISAM) is an IBM security product that helps in granting authorized users
the right to use a service while preventing access to unauthorized users. This process is known as Access or
Rights or Identity Management.

The ISAM for Web provides an integrated security management platform for authentication services, access
control, authorization services, identity mapping, single sign-on, entitlements, and audit services across the
enterprise resources. It also provides policy-based security management for the extended enterprise that
enables customers, business partners, employees, suppliers, and distributors to securely access enterprise
resources in a trusted manner.

Organizations using the ISAM for Web can implement the SafeNet Authentication Service (SAS) solution for a
powerful two-factor authentication (2FA).

The SAS Agent for ISAM (for Web) utilizes IBM WebSEAL's External Authentication Interface (EAI) for two-
factor authentications. When a user tries to access a protected application, the WebSEAL intercepts the request
based on a defined set of rules and redirects the login request to an appropriate authentication destination. In
this case, it's a custom J2EE application (for example, SafeNetWebSeal) deployed on the same physical server
or an external J2EE server (Apache Tomcat 8xx).

The application receives the request, then collects the user’s Lightweight Directory Access Protocol (LDAP)
credentials and verifies them on a configured LDAP server (LDAP and 2FA credentials verification can be split
into two stages via configuration). It then sends the collected credentials to the cloud/on-premises SAS using a
highly encrypted (1024-bit) payload over SOAP protocol. The SAS then sends back an encrypted authenticated
response. Upon successful authentication, the response is returned to the WebSEAL with some special
response headers, which WebSEAL translates into a successful authentication. The WebSEAL adds an
authentication header to the ongoing request and forwards the request to the protected resource.
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1 — Introduction

The following diagram shows the environment required to implement an ISAM for Web solution using the SAS:

IBM WebSEAL

Authenticated
EAI (Redirect if not )
authenticated) Protected
Resource

Not authenticated Authenticated

SafeNet Authentication Application for two-factor authentications

(J2EE Web Application SafeNetWebseal)

In the above example, the user wants to connect to the WebSEAL server. The following are the steps that help
illustrate solution flow using the EAl mechanism:

1. User tries to access the protected resource.

WebSEAL EAI redirects the user to SafeNet Authentication Application (SAA).
SAA collects LDAP credentials from the user.

SAA validates the LDAP credentials against the configured LDAP server.
User is prompted for a one-time password (OTP).

User generates and provides the OTP.

Upon successful OTP validation, WebSEAL's required EAl headers are added to the response.

© N o ok~ N

WebSEAL detects the headers in the response and forwards the request to the protected resource.

General Prerequisites

Ensure that the following prerequisites for installing the ISAM components are met:
¢ Install the following:

e |ISAM for Web 7.0, 8.0, or 9.0 (depending on the solution)

e SAS Agent for ISAM 2.0

e Create an account in SAS Cloud or SAS PCE 3.4.
For more information, visit: http://www.safenet-inc.com/request-information/

e Ensure that the users in the SAS are also available in the ISAM.

e Ensure administrative rights for installation and configuration of the SAS Agent for ISAM.
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1 — Introduction

e Ensure that the Apache Tomcat server is up, and running on the machine we plan to host the Agent on.
o Firewall should allow incoming connection on Apache Tomcat secure port.

o0 Recommended Setting: Apache Tomcat should be configured to use SSL.

Administrator Prerequisites

To successfully configure and implement the SAS Agent for ISAM (for Web) solution, the administrator must be
familiar with:

e |SAM for Web 7.0, 8.0, or 9.0

e SAS Cloud or Service Providers Edition (SPE) / Private Cloud Edition (PCE)
Note: This guide uses SAS Cloud as an example, but the solution can also be implemented on SAS SPE / PCE.

Configuration Components

The environment components are:
e |SAM for Web 7.0, 8.0, or 9.0
e SAS Agent for ISAM, running on Apache Tomcat.
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2 — Installation and Configuration

Installation and Configuration

Overview

The SAS Agent for ISAM can be installed on either Linux or Windows.
The following Linux versions are supported: The following Windows versions are supported:
e RHEL7 e Windows 2008 R2
e SLES12 e Windows 2012 R2

The procedures must run on a 64-bit Operating
System.

Installing SAS Agent on Linux

To install the SAS Agent for ISAM on Linux, follow the steps:

1. Install latest available Java SDK by following the steps in the below link
http://tecadmin.net/install-java-8-on-centos-rhel-and-fedora/

2. Install Apache Tomcat (version 8.0.33)
Example Commands to install Apache Tomcat (version 8.0.33):

a. Installing Tomcat

= gunzip apache-tomcat-8.0.33.tar.gz
= tar —xvf apache-tomcat-8.0.33.tar
= cd ./apache-tomcat-8.0.33/bin

= /startup.sh

Verify if Tomcat is running

= ps-ef | grep —i java
(JAVA process must be running)

b. Configure Tomcat

= _./conf/ (move to conf folder under tomcat root)
= vitomcat-users.xml (open the file in editor)

Place the following two lines just above the last line.
<role rolename="manager-gui"/>
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2 — Installation and Configuration

<user username="tomcat" password="tomcat" roles="manager-gui"/>

Save file.

= Go to Tomcat bin directory, restart catalina, and check if tomcat is running.
.catalina.sh stop

ps —ef | grep —i java (no Java process should be running)
Jcatalina.sh start

ps —ef | grep —i java (Java process should be running)

3. Install the agent using the rpm command: rpm —ivh <file_name>

The agent is installed at the /usr/local/safenet/webseal path.
The folder structure is as follows:

/webseal/bin

/webseal/bsidkey
/webseal/defaults

/webseal/ini

/webseal/log

/webseal/Open Source Licenses
/webseal/war

Deploying WAR File

1. Go to the Apache management console.
2. Onthe right side, click Manager App button.

Home D Config Examples  Wiki

Majling Lists Find Help

Apache Tomcat/7.0.47 w“he Software Foundation

hetpi//www. Apache. arg/f

Recommended Reading:
Security Considerations HOW-TO
Manager Application HOW.TO

Clustering/Session Replication HOW-TO

Developer Quick Start
Tomeat Setup Healms £ AL

Examples Surviet Specifications
Elrst Weh Spplicaion JIDEC DamSources Tomcal Yersions:
Managing Tomcat Documentation Getting Help
Far ges - WanADer Aty T 0] e EAQ and Malling Lists
i  in
Tomeat 7.0 Configuration The fulkrwarg musbg lists are ayailable

{tmeat-asers ek

Tomeat Wiki

Find ackimonal smporiant cordiguration
informagon n

FCATALINA_HOHE/LAMIAG, tat

Release Notes
Shangelog
Migration Guide Tamice gvaDo:

Security Naucei At TomcaT 0,47 - Hozlla refoa it 10 SV Srpsatory

3. Under WAR file to deploy, click Browse and select the following file:
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2 — Installation and Configuration

/usr/local/safenet/webseal/war/SafenetWebseal.war
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4. Click Deploy.
5. After deployment, open the Application Manager and ensure that the /SafenetWebseal application has

the value true in the Running column.

Tomcat Web Application Manager

Message: ‘UK

List Applications

HTML Manager Help Manager Help Server Status

Path Version Display Name Running |Sessions |Commands

Start ‘ Stop ‘l Reload H Undeploy ‘
{ None specified Welcome to Tomcat true o — —

‘ Expire sessions ‘with idle = !30 ‘ minutes

] )

Start ‘ Stop \! Reload H Undeploy ‘
[Safenetweb None specified SafeNet Authentication Service Agent for IBM ISAM true 1 = - =

‘ Expire sessions lwith ide= 4 ‘ minutes

Start ‘ Stop || Reload | | Undeploy |
Idocs None specified Tomcat Documentation true 0 -

1 Expire sessions !with idle = |30 ‘ minutes

6. Restart Tomcat.

7. To test the app, click the /SafenetWebseal hyperlink.
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2 — Installation and Configuration

The Agent login screen appears.

SafeNet Authentication Service
Agent for IBM ISAM it il

Viewing SAS Agent Version
1. Run the following command to view the name of the installed RPM package:
rpm -ga | grep ISAM
2. Run the following command, and in the output, search for Version:

rpm -gi <name of the package>

Configuring SAS Agent on Linux

The SAS Agent for ISAM configuration file can be found at the following path: /usr/local/safenet/webseal/ini.

JCryptoWrapper.ini is the configuration file that contains all the relevant configurations for the agent. The
following describes some of the main configuration keys:

e PrimaryServer is the IP of the primary BSID server.

;Primary BSID Server Data. Do not change PrimaryWebServiceRelativePath
PrimaryProtocol=http

PrimaryServerE192.168.40.124

PrimaryServerPort=80
PrimaryWebServiceRelativePath=/TokenValidator/TokenValidator.asmx

e If you want the user to provide a One Time Password (OTP) on the first authentication screen, set the value
of USE_SPLIT_AUTH to O.

Example 1:
USE_SPLIT_AUTH=1

SafeNet Authentication Service Agent for IBM Security Access Manager for Web: Installation and Configuration Guide 12
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2 — Installation and Configuration

SafeMet Authentication Service
Agent for IBEM ISAM

v
oer—— |

Enter a valid User Name and LDAP Password, click the forward arrow button.

The following One Time Password screen appears:

gemalto’

SafeMet Authentication Service
Agent for IBM ISAM

P -

A_]\ -

SafeNet Authentication Service "
Agent for IBM ISAM e

e To disable LDAP authentication, set the value of LDAP_AUTH to 0.

Example 1: LDAP_AUTH=0

gemalto’

SafeMet Authentication Service
Agent for IBM |1SAM

PaT— |
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2 — Installation and Configuration

Example 2: LDAP_AUTH=1

SafeMNet Authentication Service

Agent for IBM ISAM -~y V_F

LDAP_SERVER=192.168.40.124

LDAP_PORT=389
LDAP_AUTH_DN=CN=Administrator,CN=Users, DC=AUTHDOMAIN, DC=LOCAL
LDAP_AUTH_PASSWORD=

LDAP_BASE_DN=DC=AUTHDOMAIN,DC=LOCAL

LDAP USER_BASE DN=CN=Users,DC=AUTHDOMAIN,DC=LOCAL

Update the default LDAP credentials to those required by your Active Directory.

Note: CN=Administrator is just an example. Any user with LDAP read rights can be configured.

Customizing Login Page

In the /usr/local/safenet/webseal/defaults folder, the following language specific folders for login page
branding and customization must be present:

e en (for English)
e ar (for Arabic)

o fr (for French)

Installing SAS Agent on Windows

To install the SAS Agent for ISAM on Windows, follow the steps:

1. Install JRE (Java Runtime Environment) — version 1.8.0_71.
For more information, click here.

2. Install Apache Tomcat — version 8.0.30.
For more information, click here.

3. From the installation package, copy the SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-
0.zip file on the server and extract in the <System Root Dir>. The destination path is <System Root
Dir>\SafeNet- Authentication-Service-Agent-For-IBM-ISAM-2-0.

For example, if your <System Root Dir> is C, the destination path will be C:\SafeNet- Authentication-
Service-Agent-For-IBM-ISAM-2-0.

The folder structure is as follows:

\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0\bin
\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0\bsidkey

SafeNet Authentication Service Agent for IBM Security Access Manager for Web: Installation and Configuration Guide 14
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2 — Installation and Configuration

\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0\defaults
\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0l\ini
\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0\log
\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-O\war

Deploying WAR File

1. Go to the Apache management console.
2. Onthe right side, click Manager App button.

Home Documentation Configuration Examples Wiki  Mailing Lists Find Help

Apache Tomcat/7.0.47 T Apache Software Foundation
hitp://www. apache. arg/

T

cant

™ Recommended Reading: E———

- % Securlty Considerations HOW.-T0 e
s AP

2 5 Manager Application HOW-TO Gl b co s
Clustering/Session Replication HOW-TO Host Managor

Developer Quick Start

Tomca Setup Eoalms & ARA Esamples Earvist Specilications
Elrst Web Application JDBC DalSources Tamcal Versions
Managing Tomeat Documentation Getting Help
Far ety e ) e munaerweiogn v Toment 7.0 Documentation EAQ and Malling Lists
ricied. L: defined

SEnle e s Tomeat 7.0 Configuration The follawiteg maikng lsts are available
FOATALTNA, HIPE /o toncart-asars . _

Tomeat Wiki anmurcetomoa: spache om
N Tomcal 7.0 access 10 the manages R L o ot Lrsd Ut i, 0 b , weerity
applicaion is spht bevween diferent users Find addaonal mporant condiguration winermil iy notifoenons. fLin vedwme).
Rage more.., mformasion o1

IR GAL ML G
PEATAL TN S SILABIAC. Eat Lisier suppet and Secussin

Release Notes S i e b Nt B L amec. .

evelupers may be inierest Usir st 1 ssxcssn on Aache Toslts

e ‘ot 1.0 Dun Dstntaes
Guide

Migration Culde gl 10 o
Security Notiges Apact= TormiatT 0 47 -Morita Frefos 10 5 sy

mesmages

3. Under WAR file to deploy, click Browse and select the following file:

<System Root Dir>\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-
O\war\SafenetWebseal.war

et | Nep | | el | rsiepey

[ D e L -
| [ s s | s s s [0 i
[ I [Simt Sy St ey
! e L = P P
e Y e

| Dy e . i e
£ e o T el
A, i e b

W Dy By L,

| b S ey
ke 1 A i b el [H—

Ty

L&H”l‘iﬂ:ﬂ e s B sl @ ey bk o Wik b gy

e M T el e ol W bl g e LA | A e Y i T

Click Deploy.

After deployment, open the Application Manager and ensure that the /SafenetWebseal application has
the value true in the Running column.
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2 — Installation and Configuration

Tomcat Web Application Manager
|Message: |DI( |
List Applications HTML Manager Help Manager Help Server Status
Path Version Display Name Running | Sessions |Commands
Start | Stop | | Relead | | Undeploy
1 None specified | Welcome to Tomcat true o
Expire sessions |with idle = 30 minutes
Start | Stop | Relead | | Undeploy
[Safenet\Webseal None specified | SafeNet Authentication Service Agent for IBM ISAM true 2
Expire sessions |with idle = 4 minutes
Start | Stop | Reload | | Undeploy
Idocs None specified | Tomcat Documentation true o
Expire sessions |with idle = 30 minutes
Start Stop Reload Undeploy
[manager None specified | Tomcat Manager Application true 1
B R - Expire sessions |with idle = 30 minutes

6. Restart Tomcat.
7. To test the app, click the /SafenetWebseal hyperlink.
The Agent login screen appears.

SafeNet Authentication Service
Agent for IBM ISAM i

Configuring SAS Agent on Windows

The SAS Agent for ISAM configuration file is located at the following path:
<System Root Dir>\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0\ini.

JCryptoWrapperWin.ini contains all the relevant configurations for the agent. The following describes some of
the tested configuration keys:
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2 — Installation and Configuration

e Set the value of PrimaryServiceURL to the URL of the primary SAS server.
Example: PrimaryServiceURL=https://agentl.safenet-inc.com/TokenValidator/TokenValidator.asmx

o If you want the user to provide a One-Time Password (OTP) on the first authentication screen, set the value
of USE_SPLIT_AUTH to 0.
Example: USE_SPLIT_AUTH=0

e To disable LDAP authentication, set the value of LDAP_AUTH to 0.
Example: LDAP_AUTH=0

e Depending on your <System Root Dir>, set the value for EncryptionKeyFile, CryptoCOMPath, and
TEMPLATE_DIR.
Example:
EncryptionKeyFile=C:/SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-
0/bsidkey/Agent.bsidkey
CryptoCOMPath=C:/SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0/bin/x64/CryptoCOM.dII
TEMPLATE_DIR=C:/SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0/defaults/

Note: Though Windows generally uses backslash (\), the above path mentions forward slash (/). The use of
forward slash is correct, and the backslash must not be used to mention the above paths.

e LDAP bind credentials are configured in the file.

Example:

LDAP_SERVER=192.168.40.120

LDAP_PORT=389

LDAP_AUTH_DN=CN=Administrator, CN=Users, DC=ISAM, DC=com
LDAP_AUTH_PASSWORD=

LDAP_BASE_DN=DC=ISAM, DC=com
LDAP_USER_BASE_DN=CN=Users, DC=ISAM, DC=com

Update the LDAP credentials to those required by your LDAP Directory.
Note: CN=Administrator is just an example. It can be any user that is present in the Users group.

After setting parameters in the JCryptoWrapperWin.ini file, restart the Apache Tomcat server.
To restart, follow the steps:

1. From the Start menu, open the Configure Tomcat window.
2. Onthe General tab, click Stop. Then click Start.
3. Click OK.

Or, restart the Apache Tomcat server using services.msc.

Customizing Login Page

In the <System Root Dir>\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0O\defaults\ folder, the
following language specific folders for login page branding and customization must be present:

e en (for English)

e ar (for Arabic)

o fr (for French)
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3 — ISAM Basic Configuration

3

ISAM Basic Configuration

This chapter explains the steps needed to do basic configuration of ISAM for Web 7.0, 8.0, and 9.0. This will

enable the user to authenticate the protected web application(s) using the SAS Agent for ISAM.

Configuring ISAM for Web 7.0

The ISAM for Web 7.0 is configured with default options.

In the following example, a reverse proxy is used with two junctions. One junction is the protected web
application, and the other is the SafeNet WebSEAL external authentication agent.
Ensure that the reverse proxy is already configured for the protected web application.

To configure the ISAM for Web 7.0, follow the steps:

1. Loginto the IBM Security Web Gateway Appliance console.

Dashboard

» Natifications

Neore

~ Natwork Traffic (Past Hour)

-
n

Dut

#ea

In
out

~ Reverse Proxy Health

“ test
|/
i foren
‘@
o feafenet
+ " fest

M IR 1504 Security Web Gateway Appliance | + |

Updated: Sep 24, 2013 1:51:07 PM

= Reverse Proxy Throughput

Date Range:| 1 Day =

Reverse Proxy Instances:

T=To

2B+ N
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Click Secure > Reverse Proxy.

3 — ISAM Basic Configuration

F LS| [0 1514 Security Web Gateway Agpliance |T
€ @ hitpe/ c P B- 3 #
Reverse Proxy
@new | Bedn | X pelete | P start | @ swp | ERestare | o refresh | manage =
Instance Kams State Changes are Actve LastModdied
35 | M fRel appied
feat @ startea (5] Sap 12, 2013 B08:47 AM
1-100188m 103 |50 400 | & 1
3. Select the reverse proxy and, click Edit.
-.;...E@,@
| [ BM Security Web Gateway .. % | ) Sk
IBM Sacurity Web Gateway Appliance Logout  Help  Language
I Rewverse Proxy Basic wum - ReverseProxy - . x .
| Helg 2
Ravar
o | server S5L Junction Session | Response 550 Logging | Interfaces
Transport
Bath
Trigger URL

@ New | X Delete
Ve

IeairSafenefivebseallogin

Authentication Levels
& New | X Delete

Level Authenticaton Type

1 edt-amith-interface

On the Authentication tab, add a new Trigger URL: /eai/SafenetWebseal/Login
Add a new Authentication Level called ext-auth-interface.

Login to the ISAM from the web Command Line Interface (CLI) and create the following Access Control
List (ACL) for unauthenticated users:

pdadmin sec_master> acl create unauth

pdadmin sec_master> acl modify unauth set group iv-admin TcmdbsvaBRrxI

pdadmin sec_master> acl modify unauth set group webseal-servers Tgmdbsrx|
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3 — ISAM Basic Configuration

pdadmin sec_master> acl modify unauth set user sec_master TcmdbsvaBRrxI
pdadmin sec_master> acl modify unauth set any-other Trx
pdadmin sec_master> acl modify unauth set unauthenticated Trxc

Attach the ACL you created to the eai application (object).
For example: pdadmin sec_master> acl attach <object name/reverse proxy>/eai unauth

7. For running the solution on the Firefox web browser, create and attach the ACL using the following
commands:

Create an ACL:

pdadmin sec_master> create webseal-favicon

pdadmin sec_master> modify webseal-favicon description “favicon access”
Provide the permissions:

pdadmin sec_master> modify webseal-favicon set unauthenticated Tr
(There might be warnings after the above command, ignore them)

pdadmin sec_master> modify webseal-favicon set any-other Tr
(There might be warnings after the above command, ignore them)

Check ACL details:

pdadmin sec_master> acl show webseal-favicon

Output:
_ACL name: webseal-favicon
Description: favicon access
Entries:
Any-other Tr
Unauthenticated Tr
User sec_master TcmdbsvaBRrl_
List down objects:
pdadmin sec_master>Obiject list \WWebSEAL
/WebSEAL/webseal-ReverseProxy
Attach ACL (created above) with the Object listed:

pdadmin sec_master> acl attach /WebSEALwebseal-ReverseProxy/favicon.ico webseal-favicon
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3 — ISAM Basic Configuration

8. Select the reverse proxy, and select Manage > Junction Management.

=N s
e‘ [ﬂmN‘&Lurll’yWEhﬁlleway.. ] (ad o L2
1M Sacurity Wab Gateway Appliance gaut  Heip nguage
%
t i e e " .
e Mew ' | S1EdE | X Delete Help =
| dunchan Point Name Virtal o Standard
Ha fker symied
s standard

Isafenet] ‘standard

Creating Junction

A WebSEAL junction is an HTTP (or HTTPS) connection between a front-end WebSEAL server and a back-end
Web application server. Junctions logically combine the Web space of the back-end server with the Web space
of the WebSEAL server, resulting in a unified view of the entire Web object space.

Perform the following steps to create a new junction in which the SAS EAI server is the junction server:

l. Select New > Standard Junction.

1BM S=curity Web Gateway Applinnce

t .
nction Mananement - BeverseProgy

Create a Standard Junction =

Ravad

R =
B0 18M Security Web Gateway . % | " % b

Junction | Servers | Basic Authertication | Identity | S5O and LTPA | General

Creation of a junction for an initial server

Junction Point Name * Junction Type
seal
Create Transparent Path Junction pree
Stateful Junction it
TCP Proxy
SSL Proxy

Mutual

| save | | cancel

1. On Junction tab, add a Junction Point Name.
M. Under Junction Type, select TCP.
V. Click Servers tab, and click New.

V. In the Hostname field, enter the SAS EAI agent server information.

SafeNet Authentication Service Agent for IBM Security Access Manager for Web: Installation and Configuration Guide 21

Document PN: 007-012474-002, Rev. A, ©Gemalto 2016. All rights reserved.
Gemalto and the Gemalto logo are trademarks and service marks of Gemalto and are registered in certain countries.



3 — ISAM Basic Configuration

VI. In the Virtual Host field, add the path to the login folder: /SafenetWebseal/Login

1HM Security Web Gateway Appliance

[mlﬂMSeLumyW!bﬁllewly... ]

= =

l : T e
Edit a Standard Junctior
-

| Add TcP or SsL servers

Target Backend Servers. At least ane server {
Hostname ¢

TCP or SSL Port
8082

wirtual Host
/5afenetviebseal/Login

Wirtual Host Port
80482

Local Address

Query Contents.
fegi-bin/query_contents.
UUID of the Server
Distinguished Name{DN)

Windows File System Support

L/ Treat URL as case insensitive

| save | | Cancel

VII. Enter other fields as required, and click Save. You will be returned to the Reverse Proxy page.

Configuring Redirection to EAI Agent

Complete the following steps to configure redirection to the EAI Agent:

l. Select Secure > Reverse Proxy.

Il Click the reverse proxy, and select Manage > Management Root.
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3 — ISAM Basic Configuration

VI.
VILI.

In the Management Root list (under the language specific folder), click login.html.

Note that the supported languages are only English, French, and Arabic.

B G o a0 | ov sty e ey < | W LT T

=l |

18M Security Web Gateway Appliance

mmmmﬁmmm-m

st Help Language ¥

x

Roves | Fie v | g Refresh | Manage +

LR [Ep———

open :G eertiogen html
|2] certstepuphttp. btmf
[] help.htmi

[ 5] Togn.htmi

(5] login_success.html
5] togout.htm!
[E] nexttoken.bmi
[5) passwd.htmi
[Z] pazswd_exp hemi
[2) passwd_reg.htmi
[E] passwd_warn htm|
[E) redsrect.hemi
[5) stepuplogin htmi
|5 switchuser.htmi
[5] temp_cache_response.htmi
[2) tokenlogin.htmi
[E) toa_many_sessions. himi

ERer

Help 7

Click File > Open.

In the first <script> tag, add the following script to redirect to the reverse proxy that holds the SAS

Agent for ISAM:

document.cookie = 'ISAMOriginalURL="+ encodeURIComponent(window.location) + "; Path=/;"; location.href =

/eai/SafenetWebseal/Login'

[ﬁ@ﬁw B

8| 2 80 security vieb Gatewsy . | @ narm | |

LM Security Web Gatevay Appliance

'mmm Root File - login.htm|

Reves 0 HOT TRANSLATE anything inside the SCRIFT tag except the guoted
stzing werningString and the first line of the JavaScript redirection
M instruction begimming with =// The follewing ..."

L.e. var warningString = "Translate this striag”;

1| <SCRIET LAMGUAGE~JavaScriprs
1| war warningString = "<B>WARNING:</B> To maintain your login session, make sure that your browser is configured to accept Cookies.”;
document .2ookie = 'acoepEsCookieamyes':
if{document.conkie == ') {
“| accument.write(warningstring):
}

=lse|

</SCRIFT>

<NOSCRIPT>

<B>WARNING:</3> To maintain your login session, make sure that<3R>
YOUT BIQWSEr 1a configured to accept Cockies.

</MOSCRIET>

<!--- END Cookie check block --=>

<BE>
<FURM METHOD=POST ACTION="/pimslogin.form?token=3CREDATIR{CAQVALUS sSession 1ndex|i=>
<FONT SIZE="42%>

v

[‘save | [ Cancel |

Click Save.

Deploy and restart the reverse proxy.
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Configuring ISAM for Web 8.0 or 9.0

The users can authenticate protected web application(s) using the SAS EAI Agent by configuring ISAM for Web
8.0/9.0. To configure the ISAM for Web 8.0/ 9.0, complete the following:

Creating EAI Junction

Creating EAI Junction

Configuring Reverse Proxy

Configuring Authentication Policy

Configuring Secure Policy

Assigning Policy to Protected Resource

Configuring to Enable HTTP Redirect (for ISAM 9 only)

The ISAM for Web 8 / 9 is configured with default options.

In the following example, a reverse proxy with junctions is used. One junction is the protected web application,
and the other is the SafeNet WebSEAL external authentication agent.
Ensure that the reverse proxy is already configured for the protected web application.

1. Login to the IBM Security Access Manager console.

IBM Security Access Manager

Updated: Mar 1, 2015 2:34:58 £M

= Network Traffic (Past Hour)

Updated: Mar 1, 2015 2:34:55 PM

g defau

&3 Secure E Secure L5 Manage

System Set

~Reverse Proxy Thraughput

Date Range:| 1 Day ™

Reverse Proxy Instances:
4 default

Updated: Mar 1, 2015 2:34:56 PM

tings

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
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3 — ISAM Basic Configuration

Select Secure Web Settings > Manage > Reverse Proxy.

IBM Security Access Manager

Analyes and Diagnestics

Home | Monitor @ Secure ﬁ Secure
Q%-ulmr‘n Dashbeard ﬂ - Wl Seftings L

TP Siystem Setbngs

nile Settings
Raverass Proxy

i vew | W oedit | X oelete | b ostart | @ stop | ElRestart | P Refresh | Manage =
Ieatarca Harna State Charges are Aztive Lasl Mdsnd
31| Mo ter appied

detaut

& saned B e Feb 13, 2015 54890 P
1-Tof18em

A0 251 50 | 100 | A8

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

3. Select the reverse proxy, and click Manage > Junction Management.

IBM Secunty Access Manager 1SAMB admin T Help T Lsegusge - TRME
- Junction Management - default x|
New ¥ | WiEdit | X Delete Help 7 |
o
" dunchon Poie Hame Vet or Standard
35, | Nother appied
fmotde.demo standarg
e standarg
imga standard
feai standard

Cancel

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
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4. Click New > Standard Junction.

IBM Security Access Manager

1] Junction Management - default

New ¥ | 1 Edit | X Delete
| Standard Junction
sme

M| virtual Junction |y

el : Imobile-gema
) fsps
Imga
ieal

Help 7
Virtual or Standard
standard
standard

standard
‘standard

Cancel |

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

5. Under Junction Point Name, specify a name for the junction, and under Junction Type, select TCP.

Hever

Junction Servers | Basic Authentication | Identity | 550 and LTPA |  General

Creation of a junction for an initial server

Junction Point Name
ea

Create Transparent Path Junction

Stateful Junction

Junctian Type

EAMM sdmin Help Language IBM.

Save | | Cancel |

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

6. Click Servers tab, and click New. The Add TCP or SSL Servers window is displayed.

7. Complete the following fields, and click Save.

Hostname

Enter the |IP address of the EAIl server.

TCP or SSL Port

Select the port that the ISAM will use to access the EAI server.

Virtual Host

Enter /SafenetWebseal/Login.

Virtual Host Port

Select the port that the ISAM will use to access the EAI server.

Local Address

Select the reverse proxy IP address.
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Query Contents Enter /cgi-bin/query_contents.

Treat URL as case insensitive | Select this check box.

el TEF a0 451 Smremry

S gy ! e

- o e g serdeei
TOF sw B84, Pord WRID ol fha Srwers
[r——— [ ——
et et L g
wmasl it Fary Wit ) R St
[
[ e e
= =
s | Eaid

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

8. Click Identity tab, and verify if all of the check boxes under HTTP Header Identity Information are
selected.

Junction | Servers | Basic Authenticaban | | ldentty | | 550 and LTPA | Geners!

|
Supply identity information in HTTP headars |

HTTP Basic Authentication Header
Filter . Ensure unigue cookie names

GS0 Resource or Group Praserve junction name for non-domain cookies

Include session coakic
MTTE Header Identity Information
E Iv-user Include junction name in cookies
4 Tv-usER-L
i IV-GROUPS
L IV-CREDS.

Tnsert client TP address

Ensble TFIM S50

HTTP Header Encoding
UTF-8 URI Encoded

Junction Coakie

Junction Cookie Javascript Block

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
9. Click Save.

Configuring Reverse Proxy

Configure the triggering URL and the external authentication for the reverse proxy, by following the steps:

1. Inthe IBM Security Access Manager console, select Secure Web Settings > Manage > Reverse
Proxy.
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IBM Security Access Manager

Home | Mamitor [ Eﬂ Secure E Secure [ Manage

@—'--nlm < Cuahiboard Analyss and Diagnestcs it Setings B9 ot Setngs = System Serbngs
Raverss Frazy

b vew | W oedit | X Oelete | b ostart | @ stop | Elrestart | P Refresh | Manage =
{77 atance Mame Ste Charges are Astive Las| Mceifud
35| Mo mer appied

detaut [= R B tre Feb 19, 2015 5.48:00 P
1-1of 18em 10| 261 50 | w00 | 2

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

2. Select the reverse proxy, and click Edit.
Click Authentication tab.

4,

Trigger URL

Authentication Levels

Complete the following, and click Save:

Click New, and add the EAI junction URL that you created in the
previous procedure (for example, /eai*). The ISAM supports regular
expressions.

Click New, and add ext-auth-interface.

Reverse Proxy Basic Configuration - default
Ry

Server SsL Junction

EAT

Transport
Both

Trigger URL

@ New | X Delete

Value
Imga/spa/auth
Imgalsps/autsenvicelauthentication”

ppppp

Authentication Levels

P vew | (X Delets
Level  Authenticaion Type
1 exd-aulh intexface

Authentication | Session

x
Help ?
Interfaces

Response 550 Logging

v

VS’!ve | VCinc![ |

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

Configuring Authentication Policy

Configure the HTTP redirect mechanism by following the steps:
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1. Inthe IBM Security Access Manager console, select Secure Mobile Settings > Policy >
Authentication.

IBM Security Access Manager

Home Monitor {5} Secure Secure Manage
) : ; & s % bt
Appliance Dashboard A nostics ¥ Wb g Mobile Settings =&

Sattings System Settings

Authentication Policies Mechanisms Advanced

tion authentication palc

Custom — HOTP - Re-Authentication

This auientication polcy wil force 8 HOTP feaulh everytime
it

End-user ioense agreement aumenbcaton paicy,

HOTP Dne-
Countes-bas

assword authentication policy.

HTTP Redirect
HTTP reduse! auhenbeatsn poiey

Knowledge Questions
Knoviedge questions authentcaton palcy

d
ord authentic alion pokicy. The user may b prompled for the ane-time password delbrery malhod

MAC SMS One-time Password
MAC ane-tn ord authentcaton palcy win SHS celvery.

d aulhventic ation poicy. The user may be promeled for fhe tyge of one-tme password mechanism 1o use

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

2. Click =+ to create a new authentication policy.

3. Complete the following fields, and click Save.
Name Enter the policy name.

Identifier Enter the urn identifier:
urn:ibm:security:authentication:asf:http-redirect-softtoken

Workflow Steps Click Add Step, and select HTTP Redirect.

1M Security Access Manags

o

ipplarce Dastbeard

] Henaae
T System S

Sane Cancel

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
4. Click the icon next to HTTP Redirect.

In Pass column, select the check box for the row containing reauthenticate.
For this row, in the Source column select Value, and in the Value column, select False.
Click OK.
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Modify Parameters

Selsct one Of mone parsmeters 1o pass in the authertization mechanism when the policy is exscuted

Fass Name - Source Valoe
v FRSUIMERBIEE Viadug - Faigs =
redires 1URL -
| returnCaedamtinme -
[

E retumCredane nlue -

O Cancel

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
6. Click Mechanisms, and select HTTP Redirect.
7. Click Modify Authentication Mechanism.

Help ™ Language M.

Modify Authentication Mechanism

General | Propermies

i Hame: HTTP Redisct

Identier. urm-iom s ecurily-authentic ation s mechansm hitp_redrect

TP eireer sutbaniicai Dencrion: [*|17p recrect authentiaten

Tyee HTTP Redrect

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

8. Click Properties tab.

9. Complete the following details, and click Save.

Redirect URL Enter the URL in the following format:

Example: https://10.0.0.1:8443/eai/SafenetWebseal/Login

https://<Application Interface IP>:port/eai/SafenetWebseal/Login.

Success Credential Attribute | Enter httpRedirectAuthCompleted.
Name

Success Credential Attribute | Set this value to true.
Value
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18M Secunty Access Manager

Madify Authentication Mechanism

Genersl | Properies

[m]
Suseass Cradenial Arbots Vakue e

Save Cancel

Halp = Languags

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

Configuring Secure Policy

To use the redirect mechanism, create an access control policy and assign it to the relevant resource. The
access control policy will create a grade based on a predefined context vector, and will be used to define the

access policy.

1. Inthe IBM Security Access Manager console, select Secure Mobile Settings > Policy > Access

Control.

IBM Security Access Manager

Home Monitor 2 Secure
- O @;

Analysis and Disghostice Web Settinge

Access Control Policies Resources Attributes Obligations
i3 4 | T naa v
[F] 4k Poicies
= Polcy Seis All Policies

Bpsccre [ anone

Mobile Settinge == System Settings

Wse Mobide HOTP token if device unknown and silently register device
This polcy wil use G: Furtherd ab

i poicy wil use Google &

n the mobie Gevice as a second-facior authenication before reghsienng a new device

Use Mobide HOTP if savings smount exceeds limit

This poicy il enforre 3 maxmum

amoun alowsd per ransacbon and trgger a HOTF chatenge

WUse Mobile HOTP if transaction amount exceeds fmit

This policy wil nforce 3 maximum iransacton of iess tham 1000 1 the amourd i greater than 100 HOTE i required, and for any

AT, T ey Wil e cSanie

Trusteer Secure Browser Protection
| Ths pomcy whieverage Trusteer Secure Browser ontext afutes. I he esent s not 3 Trustesr Secure Browper A wal noty heen 10 s & and I they Pave maNKare or are
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Frotect against session hijack
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Sep30.2014 5:55 11 PM

Sep 30, 2014 5:5514 PM

Sep 30, 2014 5:55-18 PM

Feb 18,2075 5:36.26 PM

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
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3 — ISAM Basic Configuration

e
2. Click the create policy icon . The create policy window is displayed.

IBM Security Access Manager

Home | Monitor £ %,‘je(um E Secure £ Manage
ﬁr.-_._..__‘.“ Dashbeard !I alyaie and Diagnoaties Vieh Semtings L-;-Hw & Settinge S System Seminge

Access Control Policies Resources Attibutes Obligations

save Cancel
Nanme
Descripton
- Subjects
[ Ada Subject
™ Rules 7 Precegence; Deny v 7. Amrbuies: Optional v
¥ Add Ruls -

(The screen image above is from IBM® software. Trademarks are the property of their respective

owners.)
3. Configure the access control policy. Use the required URN for the HTTP redirect authentication
mechanism.
D [ Lol Frist 0 O

(™= Canca

e SetnetEA

[

= Fudes ) 7| reivoente Pemd v §) Astndey. Cptenal =

LT P

Trer. ) Fem an Autariasc |SAM

2 o3 ERRL AR )
Then (G Pat i Aushenccaten |SAM

Faoiiule v

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
For example, we have configured the following settings in our test lab.

a. IfriskScore >=25,
Permit with Authentication ISAM

b. IfriskScore < 25,
Permit with Authentication ISAM

Note: It is only a test setting, and the actual settings may differ based on requirements of your
organization’s access policy.

4. Click Save.
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3 — ISAM Basic Configuration

Assigning Policy to Protected Resource

Now you can assign the access control policy that you created in “Configuring Secure Policy” to the protected
resource.

1.

In the IBM Security Access Manager console, select Secure Mobile Settings > Access Control >
Resources.

IBM Security Access Manager

ismd  admin Help Language

JA\Home IMonitor \-’ Saqure E\ Secue Manage
[l * '
ﬁ ﬁ '(l 4 Aecess Cantrl =5

1= Applance Dashtoard ‘Analysis and Diagnostics ~ Web Settings Systen Settings

Access Control Policies Resourczs Atfributes Cbligations

if | Exn Frois Broian #
Resources Status

2 ﬂ samd-cefalt

B \E Gemato QPuhhshed Apr 26, 201655014 A4M
[ sdmel

7@ IR 0 Publstec: Ap 28 2064337 M
o \}; ‘mobiledemofiba 0 Published: Apr 28,2016 S50 16 &M

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
2. Select the protected resource, and click Attach.
3. Click Publish All.

Configuring to Enable HTTP Redirect (for ISAM 9 only)

To enable HTTP redirect in ISAM 9.0, complete the following steps:

1.

In the IBM Security Access Manager console, select Secure Web Settings > Manage > Reverse
Proxy.

IBM Security Access Manager

Harme | Moniitor B Secire El Secure H]| Manage
Ravmras Froxy
b tiew | S oedit | X oelete | b ostart | @ stop | Bl Restart | @ Refresh | Manage *
Teatanca Hime St Charges are Activa Las | Mg
Ho Mler appled
detaut E Saried B T Feb 13, 2015 54890 P
1-1of1 tem

10| 351 30|

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)
2. Select the reverse proxy, and click Manage > Configuration > Edit Configuration File

3. In Advanced Configuration File Editor, complete the following:

a. Replace am-eai-user-id with am-fim-eai-user-id.

b. Replace am-eai-xattrs with am-fim-eai-xattrs.

c. Replace am-eai-redir-url with am-fim-eai-redir-url.
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3 — ISAM Basic Configuration

Click Save.

Advanced Configuration File Editor - default X

eai-auth = both -
# EAT HEADER NAMES

If eai-auth is not 'none', and WebSEAL has received a trigger URL
in a request, WebSEAL will examine the corresponding server response for

the following headers. These are the headers that will contain authentication
data used to authenticate the user.

e e

-

EAT PAC header names
eai-pac-header = am-eai-pac
eai-pac-svc-header = am-esai-pac-sve

# EAI USER ID header names
eai-user-id-header = am-fim-eai-user-id
eai-suth-level-header = am-eai-auth-level
eai-xattrs-header = am-fim-eai-xattrs

m

# ERI external USER ID header names

# The eai-ext-user-id-header takes precedence over the eai-user-id-header.

# If the authentication data that is presented to WebSEAL includes both headers,
4 WebS5ERL will process it as an authentication for an external user.
eai-ext-user-id-header = am-eai-ext-user-id

eai-ext-user-groups-header = am-eai-ext-user-groups

# EAI COMMON header names
eai-redir-url-header = am-fim-eai-redir-url

# The name of the header which is used to 'flag' the authentication
4 response with extra processing information. The supported flags
% (.i.e. header values) include:
- stream: Used to indicate that the authentication response should
¥ be streamed back to the client.
eai-flags-header = am-sai-flags

# The session identifier from a distributed session can also be supplied
4 rhranah rhe FRT dnrarface  Mnan recsining s hesdear which ~anrains rhe -

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

4. Restart the reverse proxy.
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SAS Configuration

This chapter explains how to use the SAS console to configure an Auth Node for the Agent.

Configuring SAS

After the SAS Agent for ISAM has been configured as a junction server, the agent’s IP address must be added
as an Auth Node to your organization.

To configure the SAS Agent Auth Node, follow the steps:

1.

2
3.
4

Login to the SAS Console.
Click Virtual Server > Comms.
Under Auth Nodes, select Auth Node and click Add.
Enter the following information:
0 Agent Description: Description of the Agent.
0 Low IP Address In Range: The IP Address of the SAS Agent for ISAM

Ensure that the FreeRADIUS Synchronization is not selected since this is a web service agent.

Click Save.
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5 — Running the Solution

5

Running the Solution

Accessing Protected Resource on ISAM 7.0

To login to the protected resource, follow the steps:
1. In aweb browser, open the URL of the reverse proxy of the WebSEAL protected resource.

Example: https://<IP address of application interface> :< port number on which reverse proxy is
configured>/<protected resource>

2. You will be redirected to the Gemalto Authentication application for login.
Enter your username and LDAP password, and click the forward arrow button.

SafeNet Authentication Service g

Agent for IBM ISAM i “g)

User Hame:

LDAP Password:

@ NOTE: For this solution, Split Mode is set ON and the LDAP Authentication is
enabled.
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5 — Running the Solution

3. You are prompted to enter a One-Time Password (OTP).
Depending on your configuration, you may need to enter a PIN together with the OTP.

SafeNet Authentication Service
Agent for IBM ISAM

-
st I;—-g

To generate a challenge, submit blank.

@ NOTE: Depending on your token type, you may need to generate an OTP.

4. Enter the OTP, and click the forward arrow button.
You will be redirected to the WebSEAL protected resource.

Accessing Protected Resource on ISAM 8.0 or 9.0

To login to the protected resource, follow the steps:
1. In aweb browser, open the URL of the reverse proxy of the WebSEAL protected resource.

Example: https://<IP address of application interface> :< port number on which reverse proxy is
configured>/<protected resource>
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5 — Running the Solution

2. You will be redirected to the ISAM application for login.
Enter your username and password in ISAM, and click Submit.

Login

. Please enter your username and password.

Username:

Password:

(The screen image above is from IBM® software. Trademarks are the property of their respective owners.)

3. You will be redirected to the Gemalto Authentication application for login.
The User Name field is pre-filled with the username provided in the previous step.
Enter the One Time Password, and click the forward arrow button.

SafeNet Authentication Service
Agent for IBM ISAM

' ﬁ:'-
A l \ [

Bt 3 |
LA 5l

One Time Password: _ @

@ NOTE: For this solution, Split Mode is set ON and the LDAP Authentication is
disabled.

4. You will be redirected to the WebSEAL protected resource.
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6 — Troubleshooting

Troubleshooting

Logs

In the Linux system, logs for the SAS Agent for ISAM are located at:

/usr/local/safenet/webseal/log/JCryptoWrapper-<date>.log

<tomcat installed path>/logs/catalina.<date>.log

In the Windows system, logs for the SAS Agent for ISAM are located at:
<System Root Dir>\SafeNet-Authentication-Service-Agent-For-IBM-ISAM-2-0\log\JCryptoWrapper-<date>.log

<tomcat installed path>\logs\catalina.<date>.log

Chrome Browser Issue

When a user tries to access the protected resource on Chrome web browser for the very first time or after clearing
the cache of the web browser, the protected resource is not available. Instead, a favicon icon is shown on the
Chrome browser. This issue occurs because of the way ISAM 7.0 handles favicon.

Resolution: Close the Chrome browser and access the URL again. The favicon gets cached and the issue does not
replicate. The protected resource now becomes available to the user.

Warning While Configuring Junctions

When the third party server is not reachable due to configuration issues, you may see the warning as shown below.
Rectify and save the configuration.

Junction Management - ReverseProxy

System Warning x
! DPWWA1222E A third-party server is not responding. Possible causes: the server is down, there is a hung application on the server, or network problems. This is not a problem with the

WebSEAL server.

DPWIV1054E Could not connect

Created junction at /eai

New ¥ |§] Edit ‘ ¥ Delete Help
Junction Point Name Virtul or Standard

(% .| Nofiter applied
lesi standard

isafanet! standard

SafeNet Authentication Service Agent for IBM Security Access Manager for Web: Installation and Configuration Guide

Document PN: 007-012474-002, Rev. A, ©Gemalto 2016. All rights reserved.
Gemalto and the Gemalto logo are trademarks and service marks of Gemalto and are registered in certain countries.



6 — Troubleshooting

Errors While Accessing Protected Resource

Scenario 1

When a user does not exist in ISAM but is present in SAS and LDAP (used by the Agent), the authentication is
successful but the user does not reach the protected resource. In this case, the error shown below appears:

Server Error

Access Manager WebSEAL could not complete your request due to an unexpected error.

Diagnostic Information
Method: POST

URL: /safenet]

Error Code: 0x13212072

Error Text: HPDIAQII14E Could not acquive a client credential.

Solution

Provide your System Administrator with the above information to assist in troubleshooting the problem.

[BACK BUTTON

Scenario 2

When the /eai junction server is responding but the protected resource is not responding, and the user tries to access
the protected resource, the error shown below appears:

Third-party server not responding.

The resource you have requested is located on a third-party server. WebSEAL has attempted to send your request to that server, but it is not responding.

Explanation

This could be due to the third-party server being offline, or to network problems making it unreachable. The problem is not with the WebSEAL server itself.

Solutions

Retry vour request later, or contact the system administrator for assistance.

[BACK BUTTON
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6 — Troubleshooting

Resolution:
1. Openthe IBM Security Web gateway Appliance console.
2. Goto Secure > Manage > Reverse Proxy.

3. Select the reverse proxy instance where one of the junctions had the Agent hosted.
Open Open Junction Management under Manage.

4. Select the /<protected resource> junction and click Edit.
On Servers tab, select the backend server and click Edit.

6. Verify the port number to which the Transmission Control Protocol (TCP) is listening.
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