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Vormetric Data Security Agent for UNIX

Table 1: UNIX Interoperability with IBM Infosphere Guardium and Imperva Securesphere

IBM Infosphere Guardium | v8.0,v9.0,v10.1 (5.2.5.29 andlater release) AlIX, HPUX, Solaris | Compatible
Imperva v9.0,v9.5,v11.5 (VTE5.2.4.37 andlater release), v12 (VTE5.2.6 - AIX only) | AIX, HPUX, Solaris | Compatible
Securesphere

The maximumnumber of | ogical volumes supported is 6000.

AlX 7.1/7.2 Raw Device Support

Table 2: AIX 7.1 (Power 6, 7, 8a, 9a) TL1SP1-SP8, TL2 SP1-SP7, TL3 SP1-SP7, TL4 SPO-SP8, TL5 SPO-SP6¢

AIX 7.2 (Power 7, 8b, 9b) TLO SP0O-SP2, TL1SP1-SP2, TL2 SP0-SP4, TL3 SP1-SP3, TL4 SP0-SP2¢

RAW RAW RAW RAW
Native LVM Native LVM Native LVM Native LVM
ASM

VxVM V6 VxVM V6 VxVM V6

a.Hardware cryptois only supported with AIX 7.1 TL4 SP2 orlater build

b. Hardwarecryptois onlysupported with AIX 7.2 TLO SP2 or later build

C.AIX7.1TL5SP6is qualifiedwith VTE5.3.0.30

d. AIX7.2TL4 SP2 is qualified with VTE 5.3.0.30with CBC(CBC-CS1 is not yet supported with this TLI1evel)
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AlX 6.1 Raw Device Support (Not supported from VTE 5.3.0 onward)

Table 3: AIX 6.1 (Power 5, 6, 7) TL6 SP1-SP12 | TL7 SP1-SP6 | TL8 SP1-SP7 | TL9 SP1-SP12

RAW RAW RAW RAW
Native LVM Native LVM Native LVM Native LVM
ASM
VxVM V5/V6 VxVM V5/V6 VxVM
V5/V6
HPUX 11iv2 Raw Device Support
Table 4: HPUX 11iv2 (PA and Itanium)
RAW!? RAW RAW RAW
Native LVM Native LVM | Native LVM Native LVM
ASM
VxVM V5/CVM V52 VxVM V5 VxVM V5

1.1A for Oracle 10gR2 only
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HPUX 11iv3 Raw Device Support

Table 5: HPUX 11iv3 (Itaniumonly)

Database
Oracle 10gR2 DB2 Informix | Sybase ASE 15
11gR1/11gR2/12c|| 9.7/10.1/105 | 11.5/11.7
121
RAW RAW RAW RAW
Native LVM Native LVM Native LVM | Native LVM
ASM
VxVM V5/V6 VxVM V5 /V6 VxVM V5/V6
CVM V5.1

Solaris 10 Raw Device Support

Table 6: Solaris 10 U7-U11 (Sparc)

Database
Oracle 10gR2/ DB2 Informix Sybase ASE 15
11gR1/11gR212c 9.7/10.1/105 11.5/11.7/121
RAW RAW RAW RAW
ASM
VxVM V5/V6 VXVMV5/V6 | VxVM V5/V6 VxVM V5/V6

Solaris 11.1 Raw Device Support

Table 7: Solaris 11 U1-U21 (SPARC)

Database
Oracle DB2 Informix | Sybase ASE 15
11gR212c  10.1/105 | 11.7/121
RAW RAW RAW RAW
ASM
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Thales eSecurity

Database
VXVM V6 | VXVM V6 | VXxVM V6

Solaris 11.2 Raw Device Support

Table 8: Solaris 11 U2 | U10 | U14 | U15 (SPARC)

Database
Oracle DB2 Informix | Sybase ASE 15
11gR212c  10.1/105| 11.7/121
RAW RAW RAW RAW
ASM
VXVMV6 | VxVMV6 | VxVM V6

Solaris 11.3 Raw Device Support

Table 9: Solaris 11 SRU8 | U10 | U 11 (SPARC)

Database
Oracle DB2 Informix | Sybase ASE 15
11gR212c  10.1/105| 11.7/121
RAW RAW RAW RAW
ASM
VXVMV6 | VxXVMV6 | VxVM V6
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Al1X 7.1/7.2 File System Support

Table 10: AIX 7.1 (Power 6, 7, 82, 92) | TL1 SP1-SP8 | TL2SP1-SP7 | TL3 SP1-SP7 | TL4 SP0-S8 | TL5 SPO-SP6¢

AIX 7.2 (Power 7, 8%, 9¢) | TLO SPO-SP2 | TL1 SP1-SP2 | TL2 SPO-SP4 | TL3 SP1-SP3 | TL4 SPO-SP2¢

JES JES JES JES JFS
JFS2 JFS2 JFS2 JFS2 JFS2
VXFSV6/V7 VXFSV6/V7 VXFSV6/V7

NFSV4/V3 NFSV4/V3 NFSV4/V3

a.Hardwarecryptois only supported with AIX 7.1 TL4 SP2 or | ater build

b. Hardware cryptois onlysupported with AIX 7.2 TLO SP2 or later build

c.AIX7.1TL5SP6is qualifiedwith VTE5.3.0.30

d. AIX7.2TL4 SP2 is qualified with VTE 5.3.0.30 with CBC(CBC-CS1 is not yet supported with this TLIevel)

AlX 6.1 File System Support (Not supported from VTE 5.3.0 onward)

Table11: AIX 6.1 (Power 5, 6,7) TL6 SP1-SP12 | TL7 SP1-SP6 | TL8 SP1-SP7 | TL9 SP1-SP12

JES JES JES JES JES
JFS2 JFS2 JFS2 JFS2 JFS2
VXFSV5/V6 VXFSV5/V6 VXFSV5/V6

NFSV4/V3 NFSV4/V3 NFSV4/V3
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HPUX 11iv2 File System Support

Table 12: HPUX 11iv2 (PA and Itanium)

File System Database
Unstructured data Oracle DB2 Informix
10gR2 /11gR1 | 9.5/97 115
JFS JFS JFS JFS
VXFS5 VXFS5 VXFS 5
NFSV3 NFSV3 NFSV3
VxCFSV5.02

a.Supports only VxCFS5.0 withOracle 10gR2

HPUX 11iv3 File System Support

Table 13: HPUX 11iv3 (Itaniumonly)

File System Database

Unstructured Oracle 10gR2 DB2 Informix MysSQL
‘ data ‘ 11gR1/11gR2/12c| 9.7 10.1/105 | 11.5/11.7/121 | 5.5/5.6

JFS JFS JES JFS JES

VxFSV5/V6 VxFSV5/V6 VxFSV5/V6

NFS V3 NFS V3 NFS V3

Solaris 10 File System Support

Table 14: Solaris 10 U7-U11! (Sparc)

File System Database
Unstructured Oracle 10gR2 DB2 Informix MySQL
Data 11gR1/11gR2/12¢ | 9.7/10.1/105 | 11.5/11.7/121| 5.5/5.6
UFS UFS UFS UFS UFS
ZFS? ZFS? ZFS?




VXFSV5/V6

VXFSV5/V6

VXFSV5/V6

NFSV4/V3

NFSV4/V3

NFSV4/V3

1: Oracle uses a different naming convention for Solarispatch releases.

2: Vormetricoffers limited supportfor ZFS.

Solaris 11.1 File System Support

Table 15: Solaris 11 U1-U21 (SPARC)*

ZFS ZFS ZFS ZFS ZFS
VxFS V6 VxFS V6
NFSV4/V3 NFSV4/V3

1. Oracleuses a different naming conventionfor Solaris patchreleases.

Solaris 11.2 File System Support

Table 16: Solaris 11 U2 | U10 | U14 | U15 (SPARC)!

ZFS ZFS ZFS ZFS ZFS
VxFS V6 VxFS V6
NFSV4/V3 NFSV4/V3

1. Oracleusesa different naming conventionfor Solaris patchreleases.
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Solaris 11.3 File System Support

Table 17: Solaris 11 SRU 8 | U10 | U11 (SPARC)!

ZFS ZFS ZFS ZFS ZFS
VxFS V6 VxFS V6
NFSV4/V3 NFSV4/V3

1. Oracleusesa different naming conventionfor Solaris patchreleases.

Table 18: Solaris Patches Supported (by Version)

SPARC(2014.01.

29)

SPARC(2014.11.03)

0.175.1.13.06.2
11.1SRU15.4

0.175.1.15.04.2
0.175.1.21.041

0.175.2.0.0.42.2

11.2.10.5.0 (VTE5.2.3.64)
11.2.14.0.5.0(VTE5.2.364)
11.2.15.0.5.1(VTE5.2.364)

SRU11.3.8.0.7(0.5.11-0.175.3.8.0.7.0) (VTE5.2.4.72)
SRU11.3.10.0.7(0.5.11-0.175.3.10.0.7.0) (VTE 5.2.5 41)
SRU11.3.11.0.6(0.5.11-0.175.3.11.0.6.0) (VTE 5.2.5.41)

GPFS File System Support (Not supported from VTE 5.3.0 onward)

GPFSonAIX6.1,7.1,and 7.2 (Power 8 is supported with VTEagent5.2.5)

Table 19: GPFS on AIX 6.1 TL6-TL9/ 7.1 TL1-TL4 /7.2 TLO

GPFS3.x 3.4.0.14 or higher/ | 3.4.0.14 or higher/ | 3.5.0.19 3.5.0.24 N/A
3.5.0.22 or higher | 3.5.0.22 or higher
GPFS4.x 4.2.2.1 or higher 4.2.2.10orhigher | N/A N/A 41.1.4
DSM v5.1 or higher v5.1 or higher v5.1 or higher | v5.1 or higher | V6.0 or higher
Vormetric Agent | v5.1.1,v5.2.5 v5.1.1,v5.2.5 v5.1.1 v5.2.5 V5.2.6
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DSM and VTE Agent Software Version Compatibility

The following table shows the compatibility between the DSM and the VTE UNIX agent.

Table 20: DSM vs UNIX VTE agent version support table

Compatible  Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
Compatible = Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
Compatible  Compatible Compatible Compatible Compatible Compatible
Compatible = Compatible Compatible Compatible Compatible Compatible
Compatible = Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
Compatible  Compatible Compatible Compatible Compatible Compatible
Compatible Compatible Compatible Compatible Compatible Compatible
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About Thales eSecurity

Thales eSecurity is the leader in advanced data security solutions and services that deliver trust wherever information is created,
shared or stored. We ensure that the data belonging to companies and govemment is both secure and trusted in any
environment - on premise, inthe cloud, in data centers or big data environments - without sacrificing business agility. Security
doesn't just reduce risk, it's an enabler of the digital initiatives that now permeate our daily lives - digital money, e-identities,

healthcare, connected cars and with the Internet of Things (IoT) even household devices. Thales provides everything an
organization needs to protect and manage its data, identities and intellectual property and meet regulatory compliance -
through encryption, advanced key management, tokenization, privieged user control and high assurance solutions. Security
professionals around the globe rely on Thales to confidently accelerate their organization’s digital transformation. Thales
eSecurity is part of Thales Group.

Follow us on:
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