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MeESSAQED : KIMGOBOSE ... .euuuiuieeiiiiiasis e e e e e e e e e e e e e e et et et e ettt eeeeeeeeeaateeeaas s asaasaaaeaeaeeeeaeeaeteeeeeeeaeaeaeesssssnsnsnnnnnnn i anaaeneneeeeaeaees 126
MeSSAQED : KIMGOBOBE .......cuuuuiueiiiiiisisie e e e s ee e e e e e e et et ettt e et eeeeeetaaaaae e e s aa s s e e eaeaeeaeaeeeeaeeeeeeeaeasaeeessssnsnsnnnnnn i ananeneneeeeaeaes 126
MeSSAQED : KIMGOBOSBE .......cuuuuuueuiiiiasie e e e et e e e e e e e e et ee e ettt e eeeeeeeeteeteteeeeas s aasaeaeaeaeeeaaeeaeteeeeeeeaeeeasesssssnsssnnnnnnnanaannaneeeeaeaees 126
MeSSAqED : KIMGOBOOE ... .uuuiuiueiiiiiasas e e e s e e e e e e e e e e et e te e et e eeeeeeeeeeeaateee s s aasaaeeaeaeeaeaeeaeaeeeeeeeeeeeasesssssnsnsnsnnnnn i anananeneeeeaeaees 126
VLTSSV <1 I 1 T 074100 126
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MESSAQED : KIMGOT2TE ... ieieieiutiiaeasasse et e e e e e e e e e e e eete ittt e et eeeeeeeeetetesasaas s aaaaaaeaeaeaaeaeeaateeeeeeeaeaeaessssssnsssnnnnnnn i anaanneneneeaeaees 126
MESSAQED : KIMGOT28E ... .uuuiuiutiiiiiasaeae et et et e e e e eeeeete ettt et eeeeeeteeaetetesnasaasaasaaaeaeaeaaeaeatateeeeeeeaeaeasesssssnsnsnnnnnnn i anaaananeeeeaeaees 126
MeESSAQED : KIMGOT20E ... euuuieietiiiiiaeasae e s e e et e e e e e e e eete ittt e et eeeeeeeeeteteeesaa e aasaaaeaeaeaaeaaeaateeeeeeeaeaeaesessssnsssnsnnnnn i anaansaseeeeaeaees 127
VLTSSV L= 1 T 1 T 074 10 = 127
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MESSAQED : KIMGOTS2E ... eiiuieieeiiiiiaeasse et e s e e e e e e e e e eeteteeeteaeeeeeeeetetetesasn s aaaaaaeaaaeeaaaaaaeteeeeeeeeeaeasasssssnsnsnnnnnnn i anaaenaneeeeeeaees 127
MESSAQED : KIMGOTSBE ... uetiuuuuutuuuuiasasseeseseeeeeeeeetetete et eeaeaeaeeeeteteessasn s aaaaaaeaaaeaaeaeeteteeeeeeeeeeeasssssssnsssnnnnnnnnansasseseeeeaeeees 127
MESSAQED : KIMGOTSAE ... eeieieietiiaeas e e e et e s et e e e e e e et e te ittt e et ee et eeeeeteteteena s aaasaeeeaeaeeaaaeeaeteeeeeeeaeeeaeesssnsnsnsnsnnnnn i anaannaneeeeaeaees 127
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Y LSESTST= T L= 1 I 1 T 074 T = 127
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MESSAQED : KIMGOTS8E ... .euuuuuiueuiuuiasaeee et e s eeeeeeeeeeeteteteteeeaeeeeeeaeteeesass s aaaaaaeaeaeaaaaaateteeeeeeeaeaeasasssssnsnsnsnnnnnnansanseneeeeaeaees 127
Y LSESTST= T T 1 I 1 T 074 T | = 127
MESSAQED : KIMGOTADE ... euueieiutuiaeasases e e e s e e e e e e e e eeete e et e et aeeeeeeeetetetesass s aasaaaeaeaeeaeaeaaateeeeeeeaeeeasasssssnsssnsnnnnn i anaaananeeaeaeaees 127
MESSAQED : KIMGOTALE ... euiueieiutuieeasae e s et e e e e e e e e e eeeetetet e et aeeeeeeeeteteeesns s aasaeaeaeaeeaeaeeaaaeeeeeeeeeeeasesssssnsssnsnnnnnanaaeseneneeaaaees 127
MESSAQED : KIMGOTA2E ... e ueiiietiieeaeas e e et e e et e e e e e e e eete ettt et eeaeeeeeeteteeaeas e aasaaaeaeaeaaaaaeaeteeteeeeaeeeaseessssnsnsnsnnnnn i anaanneneneeaaeees 127
MESSAQED : KIMGOTASE ... .eeiuiuiutuiiaeasae e e et e e eeeeeeeeeeete ettt teaeaeeeeeetetesssasn s aasaaaeaeaeaaeaeaaeteeeeeeeaeeeasesssssnsnsnnnnnnnanaaaseneeeeeeaees 127
MESSAQED : KIMGOTAAE ... .ot aeas e e et e e et e e e e e e et et ettt e et eeeeaeeeeteteteeas s aaasaaaeaeaeeaeaeeeeteeeeeeeaeeeasesssssnsnsnsnsnnn i anannneneeeeaeees 128
MESSAQED : KIMGOTADE .....eeiiiieietiiiaeaeas e s et e e et e e e e e e e e et et et e et eee e eeeeetetetesas s asaeaaeaeaeaeeeeeaeaeeeeeeeaeeeaeesssssnsssnnnnnnn i anaanneneeeaaeees 128
MESSAQED : KIMGOTABE .......uuuieieeiiiieeeaees e e e e e et e e e e e et et ettt e et eeeeeeeeetatetasaasasaasaaaeaeaeaaeaeeaeteeeeeeeeeeeaeesssssnsnsnsnnnnn i anaannaneeeeaeaees 128
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MESSAQED : KIMGOTASBE ... eeuuieiutiiieiaeasse et e e et e e e e e eeeete ittt e et aeeeaeeeetetetesass i asaaaaaeeaeaeaaeaeeaateeeeeeeeeeeasesssnsnsnsnsnnnnn i anaannaneeeeaeaees 128
MESSAQED : KIMGOTAOE ... ueeeieiutiiaeasaeae e s e e e e e e e e e e e eetet et eteaeeeeeeeeteteeesnns e aasaaaeaeaeeaeaeeeateeeeeeeeeeeassessssnsnsnsnnnnnaanaaeneneeeeaeaees 128
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MeESSAQED : KIMGOTBOE ... .uuuuieiutiiieaeas e e e et e e e e e e e e eeee e et et e eeaeaeeeeeeeeteeeeaas i asaasaaaeaeaeaaaaeeaeteeeeeeeaeeeaeesssssnsnsnnnnnnn i anaaananeeeeaeaees 129
MESSAQED : KIMGOTB2E ... .euutuiueiiiiiaeas e e e e e e e e e e e e e eeeete ettt eeeeaeeeteetateeesass s aasaaaeaeaeaaaaeeaeteeeeeeeaeeeaeesssssnsssnsnsnnn i anaannaneeeeaeaees 129
Y LESTST= T <1 I 1 T 074 T = 129
MESSAQED : KIMGOTBBE ... .uuuuuiueiiiiiasisee e e e e et et e e e e et et et et e eeeeeeeeteaaete e aass s aa s e e e eaeaeeaeaeeaeteeeeeeeeeeeaeesssssnsnsnnnnnnn i anaanneneeeeaeees 129
MESSAQED : KIMGOTBTE ... . eieeieiueiiaeaeasse e e e s e e e e e e e e e eetet et e et eeeeeeteeteteeesass e aasaeaeaeaeaaeaeeaeaeeeeeeeaeeeasaessssnsssnnnnnnn i anaanneneeeeaeaees 129
MESSAQED : KIMGOTBS8E ... .uuuuuiueuiuiiaeaete et e s et e e e e et e eetete e e et aeeeeeteeeateeesas s asaasaaaeaeaeaaaaeatateteeeeeeeeeasasssssnsssnnnnnnn i ansaasaneeeeaeeees 129
MeESSAQED : KIMGOTBOE ... euuuieiutiiiiiaeas e s e e e e e e e e e e e ee e et et e ettt eeeeeeeeetatetesaasaaasaaaeaeaeeaaeaeteteeeeeeeaeeeasesssssnsnsnsnnnnn i anaanneneeeeaeaees 129
VLTSSV L= 1 T 1 T A4 0| = 129
Y LSESTST= T T 1 T L T A4 | 129
Y LSESTST= T <1 T 1 T A4 = 129
MESSAQED : KIMGI252E ... . eiiiiiutiiiiiasas e s e e e e et e e e e e e et et et e ettt aeeeeeeeetatetneaas s aaaeaeeaeaeeeeeeeaeteeeeeeeaeeeasesssssnsnsnnnnnnn i anannnaneeeeaeaes 129
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MESSAQED : KIMGI258E ... .eeiuiuiutiiiiiiasasee et e s e e e e e e e eeee e e ettt eeeeeeeeeeeaateeeeaas e aaaeaeeaeaeaaeeeeaeteeeeeeeaeaeasesssssnsnsnnnnnnn i anaanneneeeeaeaees 129
Y LESTST= T T 1 I L 2 3 = 129
MESSAQED I KIMGI2B8E .......uuuuuuueuiuiiieisie e e e e et e e e e e e etete ittt e eeeeeeaeeeeaateeesas s s aaaaaaeaeaeaaeaeaaateeeeeeeeeeeasesssssnsssnsnnnnn i anaaneaneeeeaeaees 129
MESSAQED : KIMGI2BOE ... .uuuieiutiiiiiaeisee et e e e e e e e e e eeeete e et eteeeeeaeeeetateeeeassasaaaaaaeaeaeaaeeeaaeteeeeeeeeeeeaeesssssnsnsnnnnnnn i anaaennaeeeeaeaees 130
MESSAQED : KIMGIL2TOE ... e eieiiiueiiiaeasas s s et e e e e e e e e e e e eetet et e eeeeaeeeeeeaeteeesass s aaaaaaeaeaeaaaaeaaeteeeeeeeeeesasasssssnsnsnsnnnnn i anaanneneeeeaeaees 130
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MESSAQED : KIMGIL273E ... uiiiuieiutuiuaiasasas e s e e e e e e e e eeeee et teteteaeaeaeeeeteteensnan s asaaaaeaeaeeaeaeeaateeeeeeeaeeeasesssssnsssnsnnnnnanaannaneeeeaeaees 130
MESSAQED : KIMGIL2TAE ... . ittt asasae et e ettt e e e e e et et ettt e et eeeeeeteetete e snss s asseeaeaeaeeeeaeeaaaeeeeeeeaeeeaesesssensnsnsnnn i ananeneneeeeaeaes 130
MESSAQED : KIMGI282E .......euuiiiueiiiiiasisse et e e e e et e e e e et et et et e et eeeeeeeeeeatetesas s aaaaaaaaeaeaeeaeeeaaeteeeeeeeeeeeaeasssssnsnsnsnnnnn i anaaeneneeaeaeaees 130
MESSAQED : KIMGI283E ... uuiuieiutuiniiaeasee e e e e e e e e e eeeeteteteeeeeeeeeeeeeeteteessas s aasaeaeaeaeeaeaeeaeteeeeeeeaeeeasasssssnsssnsnnnnnanaaenaneeeeaeeees 130
MESSAQED : KIMGI28AE .......euuieieeiiiiiiieie i e e e e e e e e e e e e e et et ettt e et eeeeaeteeteteeasas s asaaseaaeaeaeaeeeeeeaaeeeeeeeeeeeaseessssnsnsnnnnnnn i anaaeneneeeeaeaees 130
MESSAQED : KIMGLB38E ... uuiuiuiutuiuiiiieieae e e et eeeeeeeeeteteteeeteaeeeeeteetetetesas s aaaaaaaaaaeaaeaeatateeteeeeeeeeaeasssssnsssnsnnnnn i ansannaneeeeaeaees 130
Y LSESTST= T T 1 T L 1 1 | 130
VLTSSV L= 1 T 1 7 0 130
VLTSSV L= 1 T G 7 130
MESSAQED : KIMGLBBOE ... .uuuuiuiutuiiiiasisse e e e s e e e e eeeeete ittt eeeeeeeeeeeeeeaeteeesass e aaaaaaeaeaeaaaaeeaateeeeeeeaeaeaeasssssnsnsnnnnnnn i ansannaneeeeaeaees 130
MESSAQED : KIMGLBB2E ... euieieiutiiiiiasisee e et e et e e e e e ee e et et et e teaeeeeeeeeteteeeeaas i aaasaaaeaeaeeaeeeeaeaeeeeeeeeeeeaeeessssnsnsnnnnnnn i anaaenaneeeeaeaes 130
MESSAQED : KIMGILBB3EE ... uuiuiuiutuiuiiasasee et e s e e e e eeeeeteteteeeteeeeeeeeeeteteeesass s aasaaaeaaaeeaaaeeaateeeeeeeeeeeaseessssnsnsnnnnnnn i anaaenaneeeeaeaees 131
MESSAQED : KIMGILBBAE ... .uueieiutiiiiieasae e e et e e e e e e e e e e et et ettt e et eeeeeeteeteteeesaaa i aaaseaeeaeaeeaeeeeeeteeeeeeeaeeeaseessssnsnsnnnnnnn i anaaeneneeeeaeaes 131
MESSAQED I KIMGILBBEE ... euiiuieiutiiiieasas e e et e e e e e e e e e et e et ettt e eeeee e eeteeaate e saasasaaaeeaeaeaeeaaeeeteaeeeee e e aeeeaeeesessnsnsnnnnnn i anaaeneneeeeaeees 131
Y LSESTST= T <1 T Y 1 7 131
MESSAQED : KIMGLBBE8E ... .euuuuiutuiuiiisieieeie s et e e e e e eete et ettt eeeeeeaeteeaateeesas s aaaaeaeaeaeaaeaeeaeteeeeeeeaeasasesssssnsnsnnnnnnn i anaanaeneeeeaeaees 131
Y LSESTST= T L= 1 T 1 T | 131
MESSAQED : KIMGIAQOE ... eeieieiitiiiiiasae e e e e e e et e e e e et et et ettt e eeeeeeeeeeeteteeesas e aasaeaeaeaeaaaaeeaeaeeeeeeeeeeeaesessssnsssnsnnnnn i anaaeneneeeeaeaes 131
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VLTSSV L= 1 T G 131
VLTSSV L= 1 T N 131
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VLTSS T L= 1 T Y N 131
Y LSESTST= T L= 1 T L N G 131
VLTSSV =1 T 1 N 131
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MESSAQED : KIMGIALSE .....oeiiuiuiutiiuiiiasaste et e e e e e e e e eeeee et tee e et eeeeeeeeeteteeasnss e aneaeeeaeaeaaaaeeaeteeeeeeeeeeeasesssssnsnsnnnnnnn i ananeneneeeeaeaees 131
MESSAQED : KIMGIASOE ... uuuiuieiutiiiiiasasee e s e s e e e e e e e eeeetetete et eeeeeeeeeeeteee s as s aaasaaeeaeaeaaeaeeaeteeeeeeeaeeeaesesssensnsnnnnnnn i anaannaneeeeaeaes 132
Y LSESTST= T L= 1 T 1 L 3 2 132
MESSAQED : KIMG LD LBE .....ueiiiieiutiiiieaeas e s e e e e e e e e e e e e e eete ittt e et eeeeeeteetetetesas s aaseeaeaeaeaaaaeeaateeeeeeeeeeeaeesssssnsnsnnnnnnn i anaannaneeeeaeaees 132
Y LESTST= T L= 1 T 1Y Y2 132
MESSAQED : KIMGID22E ... . eiiiiiueiiiiaiasas e s e e e e e et e e e e e e ee e ettt e et eeaeeeeeeteteeasaas s aaaaaeeaeaeaaeaeeeeaeeeeeeeeeesasassssensnsnnnnnnn i ananeneneeeeaeaes 132
MESSAQED : KIMGID23E ... eiiiiiiutiiiiiasas e et s e e e e e e e e eeeeetet et e aeeeeeeeeeeteteeesass s aaseeaeaeaeeaaaeeaeteeeeeeeeeeeaseessssnsnsnsnnnn i anaannnneeeeaeaes 132
MESSAQED : KIMGID25E ... . iiiiiiitiiiieeses e e et e e e e et e e e e et et et e ettt ee et eeteetetets s aaa s e e e eaeaeeaeeeeaeaeeeeeeeeeeeaeeesssensnsnnnnn i anaanneneeeeaeeees 132
Y LESTST= T L= I LY Y2 G = 132
MESSAQED : KIMGID2TE ... iiiiiiiutiieeasas et e e et e e e e e e e e e e et e ettt et eeeeeeeeetetetasaas i aaasaaeeaeaeeaeeeeaeaeeeeeeeeeeeasasssssnsssnsnnnnn i anaanneneeeeaeaes 132
MESSAQED : KIMGIE28E ... .euuieiutiiiiiasaeee e e e e et e e e e e e e eete ettt eeeeeeeeteetete e saasasaaaaeaeaeaeaeeaeeaaaeeeeeeeeeesasesssssnsnsnsnnnnn i anaannaneeeeaeaees 132
MESSAQED : KIMGIE20E ... . uiiiiiiiiiiieasas e s e e e e e e e e e e e e e ee e ettt e et eeeeeeeeeaeteeseaasaae s e e e eaeaeeaeeeeeateeeeeeeeeeeaeeessssnsssnnnnnnn i anaaeneneeeeaaaes 132
Y LSESTST= Yo T 1 I 1Y < 1 132
Y LSESTST= T T 1 T L < 1 3 132
Y LSESTST= T T 1 I L < 1 1 | 132
Y LESTST= T T 1 T 1 < 1 7 132
Y LSESTST= T <1 I 1 < 1S 1 = 133
Y LSESTST= T T 1 I 1 < 1 T = 133
Y LESTST= T L= 1 T 1Y < 1 7 = 133
MESSAQED : KIMGIDS8E ... .uuiuiuiutuiiiiasisee e s e e eeeeeeeeeee ittt eeeteeeeeeeeeeteteeesass e aasaeaeaeaeeaeaaeaeaeeeeeeeaeesasasssnsnsnsnsnnnnn i anaanneneeeeaeaees 133
MESSAQED : KIMGIESOE ... uiiiiieiutiiiiiasas e s e st e e e e e e e eeeeeteteeeteeeeeeeeeeteteeesas s asansaeeeaeaeeaeaaeaeaeeeeeeeeeeeaeeessssnsnsnnnnnnn i anaannaneeeeaeeees 133
MESSAQED : KIMGIGDADE ... . eeiuieiutiiiieaeae s e e e e e et e e e e e eeee et e et e teeeaeaeeeeteteeesassaaasaaeeaaaeaaeaeeanaeeeeeeeaeesasesssssnsnsnsnnnnn i anaannaneeeeaeaees 133
VLTSSV T 1 I Y 133
MESSAQED : KIMGIGDA2E ... . iuiiiietiieeesae e e et e e e e e e e e e e et et ettt e eeeeeeeeteetetetesas s aaaeeeeaeaeeaeeaeaeteeeeeeeaeeeaeeessssnsssnnnnnn i anaanneneeeeaeaes 133
Y LESTST= T L= 1 I I Y 133
MESSAQED : KIMGIGDADE ... eeiiiiiieiiiieias e st s e e e e e e oo e e e e et et et e ettt eeeeeeteeteteensaasasae e e e e eaeaeeaeeeeaeaeeeeeeeeeeeaeeessssnsnsnnnnnn i anaanaeneeeeeeees 133
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MESSAQED : KIMGIGDABE ... .euiuieiitiiieesisee e e e e e e et e e e e et et et e ettt eeeeeeteetatete s asaa s e e e eaeaeeeeeeeeeaeeeeeeeeeeeaeasssssnsnsnnnnnn i anaaeneneeeeaeees 133
Y LESTST= T L= 1 T L 133
MESSAQED : KIMGIEBGE ... ..uuuieineiiiiiasieee e s e e e e e e e e e e et et et ettt et et eeteaaate e asas s e e e e e e e e eaeaeeeeteeeeeeeeeaeaeasssssesnsnnnnn i an e e e e e neeeeaeees 133
Y LSESTST= T L= 1 I 1 T 133
MESSAQED : KIMGIEO2E ... . eiiiiietiiiiasae e e et e e e e et e e e e et et et et e eeeeeeaeteetatetesaa s aaa s e e e eaeaeeeeeeeaeaeeeeeeeeeeeaeessssensssnnnsn i anaanneneeeeaeees 133
MESSAQED : KIMGIEOSBE ... uuiiuiuiutiiiiiasasee e s e e e e e e e e e eeteteteeeteeeeeaeeeeteteessas s anaeaeeaeaeaaeeeeaeteeeeeeeaeeeasaessssnsnsnsnnnn i anaaenaneeeeaeaes 134
MESSAQED : KIMGIDOAE ... . eiiiiiitiiiiieeas e e s e et et et e e et et et et ettt e et eeeeteeeetete e aa e e e e eaeaeeaeeeeaeae e e e e e e eeeeaeeesssensnsnnnnn i anaaneeneeeeaeees 134
Y LESTST= T <1 I LY T L = 134
MESSAQED : KIMGIEOBE ... .euuuieiutiiiiieeis s e et e e e e et e e e e et et ettt et eeeeeeteeaete e s aa s e e e eaeaeeeeaeeaeeeeeeeeeeeaeaeaessssnsnsnnnnn i anaaeeeneeeeaeaes 134
Y LESTST= T L= 1 I 1Y T A = 134
MESSAQED I KIMGIEOS8E ... euuiiuiutiiiiiasasee e e e e et e e e e e et te e e et ettt eeeeeeteeteteeesaasasaaaaaeeaeaeeaeeaeaeteeeeeeeeeeeaeesssssnsnsnnnnnnn i anaaeneneeeeaeaees 134
MESSAQED : KIMGIEOOE ... uuiiieiutiiieasie s e e et e e e e e e e e e et et et et e teeeeeeeeeeaatetesaa s aaseaaeaeaeeaeaeeaeaeeeeeeeaeeeaeaessssnsnsnnnnn i anaanneneeeeaeaes 134
MeSSAQED : KIMGLBOOE ... .euuutuiutuiiiiaeaeee e et et e et e e eeeeeeet et e eeeeeeeeeeeteteessasa s aasaaaeaeaeaaeaeaeeteeeeeeeaeeeaeesssssnsssnsnnnnn i ansaananenaeaeaees 134
VLTSS T L= 1 I 1 3 0 134
VLTSSV L= 1 I 1 3 2 134
Y LSESTST= T L= 1 I 1 3 | 134
MESSAQED : KIMGLBLEE ... .uuiuiuiueuiiiiaeasse et e e et e e e e eeeee ittt et e eeeeeeaeeeetateeesass o aaaaaaeaeaeaaaaeetateeeeeeeeeeeaeasssssnsssnsnnnnn i anaaeneneeeeaeaees 134
Y LSESTST= T T 1 I 1 3 134
MESSAQED : KIMGLB20E ... . uuuiuiueiiiiiasases e s e e e e e e e e e eeee e et et eeeeeaeeeeeeteteensass i asaasaaaeaeaeaaaaeeaeteeeeeeeaeaeasesssssnsssnsnnnnn i anaannaneeeeaeaees 134
Y LSESTST= T T 1 T 1 G2 134
MESSAQED : KIMGLB22E .......uueieiuiiiiiiaeasee e e e e e e e e e e e e e ee e ettt e et eeeeeeteeeatetesaa s aasaaaeaeaeeaaeaaaete et eeeeaeeeaseessssnsnsnsnnnn i anaanneneneeaeaes 135
MESSAQED : KIMGLB2AE .......euiiiiuiiiiiiaeae e e et e e e e et e e e e et et ettt e eeteeeeeteeeetetnaaas s aasaaeeaeaeeaeeeeeeteeeeeeeeeeeasesssssnsnsnnnnnnn i anaanneneeeeaeaees 135
MESSAQED : KIMGLB25E ... . uiiiiiuiiiiiiieeee e e e st e e e et e e e e et et ettt e ettt et ee e e tete e s aa s e e e eaeaeeeeeeeeeteeeeeeeeeeeaeesssssntnsnsnnnn i an e e e e eneeeeaeaes 135
MESSAQED I KIMGLB26E ... .euuieiueiiiiiisieee e e e e e e e e e e e e et et ettt e ettt ee e teaaate e s as s e e e eaeaeeeeeeeeeaeeeeeeeaeeeaeesssssnsnsnnnnnn i anaaeneneeeaaeaes 135
MESSAQED : KIMGIBSBE ... ueeiuiuiutuiiiiasasse e s e s e e e e eeeeeeeteteeeteteeeeeteeteteeesass s aaaaaeeaaaeeaeeeeaateeeeeeeeeeeaeasssssnsssnsnnnnn i ananeneneeeeaeaees 135
Y LSESTST= T <1 I LY 1 1 = 135
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MESSAQED : KIMGLBSOE ... euuuiuiueiiniiasasss e s e e e e et e e e e et et ettt e et et ee e eeeeete e s aa s e e e eaeaeeeeaeeeeteeeeeeeaeeeaeeesssensnsnnnnnnn i anaanneneneeaaaes 135
Y LSESTST= T L= 1 T 1 1 7 = 135
MESSAQED I KIMGLBSBE ... euuuiuuueuuuiiiasieee et e e e e e e e eeeete et teeeeeeeeeeeeeeteaeeesaas e aaaaaeeaeaeaaaaeatateeeeeeeeeasasesssssnsssnsnnnnn i anaannaneeaeaeaees 135
MESSAQED : KIMGIB3OE ... uuuiiiiiutiiiiiasie e e et e e et e e e e e eete ettt e e eeeeeeeeeeeteteensas s aaassaeeaeaeeaaaeeaeteeeeeeeeeeeaeeessssnsnsnnnnnnn i anaannaneeeeaeeees 135
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Logger CAO: Errors
Message ID : CAOO642E

Severity
Error
Long Form
Can not create CA.
Short Form
can not create CA
Parameters
No parameters are provided for this message type
Description

None

Message ID : CAOO643E

Logger CAO: Errors



Severity

Error

Long Form

Can not update CA.

Short Form

No short form is provided for this message type
Description

None

Message ID : CAO0O644E

Severity

Error

Long Form

Can not delete CA.

Message ID : CAO0643E



Short Form
No short form is provided for this message type
Description

None

Message ID : CAOO645E

Severity

Error

Long Form

Can not get CA.

Short Form

No short form is provided for this message type
Description

None

Message ID : CAOO644E



Logger CFG: Errors
Message ID : CFGO026E

Severity

Error

Long Form

Internal error. Refer to cgss.log for detalils.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO027E

Severity

Error

Logger CFG: Errors



Long Form

Unable to obtain list of configuration names.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO028E
Severity
Error

Long Form

Unable to update configuration information.

Short Form

No short form is provided for this message type

Message ID : CFG0027E



Description

None

Message ID : CFGO029E

Severity

Error

Long Form

Unable to obtain the value for key = {0}.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO0O30E

Severity

Error

Message ID : CFG0028E



Long Form

Unable to create loggers.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO031E
Severity

Error

Long Form

Unable to update loggers.

Short Form

No short form is provided for this message type

Message ID : CFG0030E



Description

None

Message ID : CFGO032E

Severity

Error

Long Form

Unable to obtain list of default loggers.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO033E

Severity

Error

Message ID : CFG0031E



Long Form

Unable to delete loggers for host with id = {0}.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO034E
Severity
Error

Long Form

Unable to obtain loggers for host with id = {0}.
Short Form

No short form is provided for this message type

Message ID : CFG0033E



Description

None

Message ID : CFG0264E

Severity

Error

Long Form

CGSS Server Name "{0}" is unknown to the Security Server.

Short Form

No short form is provided for this message type

Description

None

Message ID : CFGO306E

Severity

Error

Message ID : CFG0034E

10



Long Form

Internal error. No password policy found, there needs to be one password policy defined. Please contact support.

Short Form
No short form is provided for this message type
Description

None

Message ID : CFGO333E

Severity

Error

Long Form

Security Server brand must be either vor or eet.

Short Form

No short form is provided for this message type

Message ID : CFG0306E

11



Description

None

Message ID : CFG0334E

Severity

Error

Long Form

Security Server role must be either primary or failover.

Short Form

No short form is provided for this message type

Description

None

Message ID : CFGO335E

Severity

Error

Message ID : CFG0333E

12



Long Form

Provide true or false for the property {0}.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFGO336E
Severity

Error

Long Form

Security Server version must be defined.

Short Form

No short form is provided for this message type

Message ID : CFG0335E

13



Description

None

Message ID : CFGO339E

Severity

Error

Long Form

Security Server build number must be defined.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFG0341E

Severity

Error

Message ID : CFG0336E

14



Long Form

Platform is not supported.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFG0520E

Severity
Error
Long Form

The Security Server was unable to find a partition available for software installation. The software cannot be installed. Please
un-install old software and try again.

Short Form

No short form is provided for this message type

Message ID : CFG0341E 15



Description

None

Message ID : CFG0521E

Severity
Error
Long Form

The Security Server was unable to to uncompress the backup file. The software upgrade cannot continue. Please check if you he
enough disk space.

Short Form

No short form is provided for this message type

Description

None

Message ID : CFG0522E

Message ID : CFG0520E 16



Severity
Error
Long Form

The Security Server was unable to verify the signature. The software upgrade cannot continue. Please check if the uploaded file
valid.

Short Form
No short form is provided for this message type
Description

None

Message ID : CFG0523E
Severity
Error

Long Form

The Security Server was unable to retrieve the public key needed to verify the signature for the software to be installed. The
software upgrade cannot continue. Please check if the uploaded file is valid.

Message ID : CFG0522E 17



Short Form
No short form is provided for this message type
Description

None

Message ID : CFG0524E

Severity
Error
Long Form

The Security Server was unable to verify the signature. The file is not valid. The software upgrade cannot continue. Please make
sure that the file you are downloading for installation is a valid file.

Short Form

No short form is provided for this message type

Description

None

Message ID : CFG0523E 18



Message ID : CFG0527E

Severity

Error

Long Form

Upgrade target not supported. Retry with higher version/build.
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG0528E

Severity

Error

Long Form

The Security Server is unable to find the current version of the software. Please check the logs.

Message ID : CFG0527E

19



Short Form
No short form is provided for this message type
Description

None

Message ID : CFG0529E

Severity
Error
Long Form

The Security Server is unable to install software. The directory is not empty. Please ensure that the directory is empty and try the
install again.

Short Form
No short form is provided for this message type

Description

None

Message ID : CFG0528E 20



Message ID : CFGO530E

Severity

Error

Long Form

The Security Server failed to synchronize the failover server {0} replication.

Short Form
No short form is provided for this message type
Description

None

Message ID : CFGO531E

Severity

Error

Long Form

The Security Server failed to configure the failover server {0} replication.

Message ID : CFG0530E

21



Short Form
No short form is provided for this message type
Description

None

Message ID : CFG0532E

Severity

Error

Long Form

The Security Server failed to clean up the failover server {0} replication.
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG0531E 22



Message ID : CFGO636E

Severity

Error

Long Form

Operation failed. The Security Server is busy, please retry later.
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG1334E

Severity

Error

Long Form

DSM Server Name "{0}" unknown; if there has been a restore, either do a "gencert" or change hostname.

Message ID : CFG0636E

23



Short Form
No short form is provided for this message type
Description

None

Message ID : CFG1335E

Severity

Error

Long Form

{0}

Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1334E

24



Message ID : CFG1352E

Severity

Error

Long Form

Operation not allowed in Common Criteria mode.

Short Form
No short form is provided for this message type
Description

None

Message ID : CFG1367E

Severity

Error

Long Form

Login banner can not be empty.

Message ID : CFG1352E

25



Short Form

No short form is provided for this message type

Description

None

Message ID : CFG1368E

Severity

Error

Long Form

User "{0}" failed to upgrade system. Reason:{1}

Short Form

Failed to upgrade system

Parameters
Label | CEF Label | Type Usage
user suser Text |User name
showStr|reason Text | Code specifying reason for allowing access, if al

Yy

Message ID : CFG1367E
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Description

None

Message ID : CFG1400E

Severity

Error

Long Form

Unable to delete docker loggers for host {0}.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1514E

Severity

Error

Message ID : CFG1368E

27



Long Form

Upgrade information not available

Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1515E
Severity

Error

Long Form

System upgrade failed. Please see log files.

Short Form

No short form is provided for this message type

Message ID : CFG1514E
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Description

None

Message ID : CFG1517E

Severity

Error

Long Form

There was an error in getting the system upgrade status from the upgrade log file
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG1705E

Severity

Error

Message ID : CFG1515E

29



Long Form

Unable to update {0} general configuration for domain.

Short Form
No short form is provided for this message type
Description

None

Message ID : CFG1727E
Severity
Error

Long Form

Log message type is not found.
Short Form

No short form is provided for this message type

Message ID : CFG1705E
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Description

None

Message ID : CFG1734E

Severity

Error

Long Form

HSM key not found. Required HSM patrtition may be inaccessible or missing registration.
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG1735E

Severity

Error

Message ID : CFG1727E
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Long Form

HSM failed.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1775E
Severity
Error

Long Form

Field {0} must be required for setting {1}.
Short Form

No short form is provided for this message type

Message ID : CFG1735E
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Description

None

Message ID : CFG1776E

Severity

Error

Long Form

Field {0} must be enabled for setting {1}.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1777E

Severity

Error

Message ID : CFG1775E

33



Long Form

DEBUG level not supported for {0} log destination.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1778E

Severity

Error

Long Form

Host does not support {0} so it cannot be enabled or disabled.

Short Form

No short form is provided for this message type

Message ID : CFG1777E
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Description

None

Message ID : CFG1827E

Severity

Error

Long Form

Invalid TLS info for secure syslog server {0}
Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1778E

35



Logger CFG: Fatal errors
Message ID : CFG1733F

Severity

Fatal error

Long Form

Lost connection to network HSM.

Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1842F

Severity

Fatal error

Logger CFG: Fatal errors 36



Long Form

Unable to recover HSM session. Restarting service!
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG1842F

37



Logger CFG: Information

Message ID : CFGO0633l

Severity

Information

Long Form

User "{0}" configured replication for failover server {1}.

Short Form

failover replication configured

1”2

Parameters
Label | CEF Label | Type Usage
user |suser Text [User name
shost | shost Text |Source host nam
Description

None

Logger CFG: Information
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Message ID : CFG0634l|

Severity

Information

Long Form

User "{0}" cleaned up replication for failover server {1}.

Short Form

failover replication cleanup

1%

Parameters
Label [ CEF Label | Type Usage
user |suser Text [User name
shost | shost Text |Source host nam
Description

None

Message ID : CFG0634l
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Message ID : CFG1516l

Severity

Information

Long Form

SUCCESS: System upgrade is complete. Please log in and make a system backup.
Short Form

No short form is provided for this message type

Description

None

Message ID : CFG1736l

Severity

Information

Long Form

"{0}" generated a migration backup.

Message ID : CFG1516l
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Short Form
No short form is provided for this message type
Description

None

Message ID : CFG1841l

Severity

Information

Long Form

SUCCESS: User {0} uploaded {1} to DSM server.
Short Form

No short form is provided for this message type
Description

None

Message ID : CFG1736l 41



Logger CFG: Warnings
Message ID : CFG1297W

Severity
Warning
Long Form
Skipping KMIP operation. KMIP feature is enabled in the license but KMIP is not set up.
Short Form
The KMIP feature is enabled in the license but KMIP is not set up
Parameters
No parameters are provided for this message type
Description

None

Logger CFG: Warnings
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Logger CGA: Errors
Message ID : CGA2614E

Severity

Error

Long Form

Syntax error: Domain name "' is reserved
Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2617E

Severity

Error

Logger CGA: Errors
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Long Form

[{O}] Set [{1}] used but not defined

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2618E
Severity
Error

Long Form

Failed to import password object
Short Form

No short form is provided for this message type

Message ID : CGA2617E
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Description

None

Message ID : CGA2619E

Severity

Error

Long Form

Policy [{0}]: Invalid policy

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2620E

Severity

Error

Message ID : CGA2618E
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Long Form

Policy [{0}]: Invalid policy length

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2621E
Severity

Error

Long Form

Policy [{0}]: Policy import failed
Short Form

No short form is provided for this message type

Message ID : CGA2620E
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Description

None

Message ID : CGA2624E

Severity

Error

Long Form

Policy [{0}]: Failed to import Name Identifier

Short Form

Name import failed

Parameters
Label | CEF Label [ Type Usage
pol csl Text |Policy name
Description

None

Message ID : CGA2621E

a7



Message ID : CGA2625E

Severity
Error
Long Form
Failed to import keys
Short Form
Keys import failed
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA2626E

Severity

Error

Message ID : CGA2625E 48



Long Form

Policy [{0}]: Invalid root path

Short Form

Invalid rootpath

Parameters
Label | CEF Label [ Type Usage
pol csl Text |Policy name
Description

None

Message ID : CGA2627E

Severity

Error

Long Form

Policy [{0}]: Failed to import root path

Message ID : CGA2626E
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Short Form

Import rootpath fail

Parameters
Label | CEF Label [ Type Usage
pol csl Text |Policy name
Description

None

Message ID : CGA2628E

Severity

Error

Long Form

Policy [{0}]: [{1}] Set [{2}] not defined

Short Form

Undefined policy type/set

Message ID : CGA2627E
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Parameters

Label | CEF Label | Type Usage
pol csl Text |Policy name
oType |vds_oType | Text |Object type in policy rule
oName|vds_oNamg Text [Object name in policy ruleg
Description
None

Message ID : CGA2629E

Severity

Error

Long Form

Policy [{0}]: Key rule not yet built

Short Form

Invalid key rule

Message ID : CGA2628E
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Parameters

Label | CEF Label [ Type Usage

pol csl Text |Policy name

Description

None

Message ID : CGA2634E

Severity
Error
Long Form
Policy [{0}]: Invalid Rule
Short Form
Invalid rules object

Parameters

Label [ CEF Label | Type Usage

pol csl Text |Policy name

Message ID : CGA2629E



Description

None

Message ID : CGA2635E

Severity

Error

Long Form

Policy [{0}]: Invalid syntax for key effect [{1}]
Short Form

Invalid key effect

Parameters
Label [ CEF Label | Type Usage
pol csl Text |Policy name
act act Text | Action being requested or performe

Message ID : CGA2634E



Description

None

Message ID : CGA2636E

Severity

Error

Long Form

Policy [{0}]: Invalid name and/or access

Short Form

Invalid name/access

Parameters
Label | CEF Label [ Type Usage
pol csl Text |Policy name
Description

None

Message ID : CGA2635E
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Message ID : CGA2637E

Severity
Error
Long Form
Policy [{0}]: Invalid rule syntax: Effect not defined
Short Form
Undefined effect

Parameters

Label [ CEF Label | Type Usage

pol csl Text |Policy name

Description

None

Message ID : CGA2638E

Message ID : CGA2637E




Severity

Error

Long Form

Policy [{0}]: Invalid rule syntax: Action [{1}] not defined

Short Form

Undefined action

Parameters
Label [ CEF Label | Type Usage
pol csl Text |Policy name
act act Text |Action being requested or performe
Description

None

Message ID : CGA2639E

Message ID : CGA2638E

o
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Severity

Error

Long Form

Policy [{0}]: Invalid rule syntax: GoTo label [{1}] not defined

Short Form

Undefined label

Parameters
Label [ CEF Label | Type Usage
pol csl Text |Policy name
label |vds_label |Text [Label in rule sequence
Description

None

Message ID : CGA2645E

Message ID : CGA2639E
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Severity

Error

Long Form

Policy [{0}]: Recursive GoTo detected at rule number [{1}]

Short Form

Recursive goto

Parameters
Label [ CEF Label | Type Usage
pol csl Text Policy name
ruleNo | vds_ruleNo[Numeric|Index into policy rule set
Description

None

Message ID : CGA2648E

Message ID : CGA2645E
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Severity

Error

Long Form

Policy [{0}]: Invalid GoTo - Missing destination label

Short Form
Invalid goto
Parameters
Label | CEF Label [Type| Usage
pol csl Text |Policy name
Description
None

Message ID : CGA2649E

Severity

Error

Message ID : CGA2648E
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Long Form
Policy [{0}]: Invalid effect syntax [{1}]
Short Form

Invalid syntax

Parameters
Label [ CEF Label | Type Usage
pol csl Text |Policy name
act act Text | Action being requested or performe
Description

None

Message ID : CGA2650E

Severity

Error

Message ID : CGA2649E

o



Long Form

Policy [{0}]: Invalid action syntax [{1}]

Short Form
Invalid action
Parameters
Label [ CEF Label | Type Usage
pol csl Text |Policy name
act act Text | Action being requested or performe
Description
None

Message ID : CGA2651E

Severity

Error

Message ID : CGA2650E

o
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Long Form

No policy defined for [{0}] set [{1}]

Short Form

Undefined policy set

Parameters
Label | CEF Label | Type Usage
oType |vds_oType | Text |Object type in policy rule
oName|vds_oNamg Text [Object name in policy rulg
Description

None

Message ID : CGA2652E

Severity

Error

Message ID : CGA2651E
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Long Form

Policy [{0}]: old and new key rule humbers do not match [old {1}, new {2}]

Short Form
Mismatched rule numbers
Parameters
Label CEF Label Type Usage
pol csl Text Policy name
ruleNo vds_ruleNo [Numeric|Index into policy rule set
altRuleNo|vds_altRuleNd Numeric|Alternate rule number
Description

None

Message ID : CGA2653E

Severity

Error

Message ID : CGA2652E
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Long Form

Policy [{0}]: old and new key names do not match [key rule {1}, old {2}, new {3}]

Short Form

Mismatched key names

Parameters
Label | CEF Label | Type Usage
pol csl Text Policy name
ruleNo | vds_ruleNo[Numeric|Index into policy rule set
key cs3 Text Name of key or key pair
altkey |vds_altKey | Text Name of alternate key for multi-key operation
Description

None

Message ID : CGA2654E

Severity

Error

Message ID : CGA2653E

(%)
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Long Form

Policy [{0}]: old and new key resources do not match [key rule {1}]

Short Form

Mismatched key resource

Parameters
Label | CEF Label | Type Usage
pol csl Text Policy name
ruleNo | vds_ruleNo[Numeric|Index into policy rule set
Description

None

Message ID : CGA2655E

Severity

Error

Message ID : CGA2654E

65



Long Form
Failed to import key [{0}]
Short Form

Key import failed

Parameters
Label | CEF Label | Type Usage
key cs3 Text g:irrne of key or key
Description

None

Message ID : CGA2656E

Severity

Error

Long Form

Failed to find encryption key [%lld]

Message ID : CGA2655E
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Short Form

Encryption key not found

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA2657E

Severity

Error

Long Form

Failed to validate policy on [{0}], rekey in progress
Short Form

Policy failure, rekey in progress

Message ID : CGA2656E

67



Parameters

Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA2658E

Severity

Error

Long Form

Failed to validate policy on [{0}]

Short Form

Policy validation failure

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA2657E
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Description

None

Message ID : CGA2659E

Severity

Error

Long Form

Unsupported key type in policy on [{0}]

Short Form

Unsupported key type in policy

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA2658E
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Message ID : CGA3003E

Severity

Error

Long Form

EVENT: {0}

Short Form
Event

Parameters

Label | CEF Label

Type

Usage

showStr|reason

Text

Code specifying reason for allowing access, if af

oY

Description

None

Message ID : CGA3004E

Message ID : CGA3003E
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Severity
Error
Long Form
An invalid host password was entered
Short Form
Invalid host password
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3007E

Severity

Error

Message ID : CGA3004E
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Long Form

NOTUSED

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA3008E
Severity

Error

Long Form

Pid [{0}] has not been initialized properly in [{1}]
Short Form

Bad caller

Message ID : CGA3007E
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Parameters

Label | CEF Label Type Usage
. . . Numeric
pid dvcpid Numeric process 1D
func vds_func Text A function
name

Description

Internal error; try start/stop of agent or reinstallation of agent.

Message ID : CGA3009E

Severity
Error

Long Form
NOTUSED

Short Form

No short form is provided for this message type

Message ID : CGA3008E
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Description

An internal error occurred. Please contact Vormetric Support.

Message ID : CGA3010E

Severity

Error

Long Form

Failed to write to file [{0}] in [{1}]

Short Form
Write fall
Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
func vds_func |Text |A function name

Message ID : CGA3009E
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Description

None

Message ID : CGA3011E

Severity

Error

Long Form

Failed to read file [{0}] in [{1}]

Short Form
Read fail
Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
func vds_func |Text |A function name

Message ID : CGA3010E
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Description

None

Message ID : CGA3012E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA3013E

Severity

Error

Message ID : CGA3011E
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Long Form

NOTUSED

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA3014E
Severity
Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type

Message ID : CGA3013E
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Description

None

Message ID : CGA3015E

Severity

Error

Long Form

Bad version [{0}] in configuration

Short Form

Bad config version

Parameters
Label | CEF Label | Type Usage
verno |vds_verno [Numeric|A version number
Description

None

Message ID : CGA3014E
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Message ID : CGA3016E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA3017E

Severity

Error

Long Form

Failed to apply new security configuration

Message ID : CGA3016E
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Short Form

Security config update failed

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3018E

Severity

Error

Long Form

Challenge/Response: An invalid challenge/response was entered
Short Form

Invalid challenge/response

Message ID : CGA3017E 80



Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3021E

Severity
Error
Long Form
Challenge/Response: Error processing challenge/response
Short Form
Challenge/Response encryption error
Parameters

No parameters are provided for this message type

Message ID : CGA3018E
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Description

None

Message ID : CGA3022E

Severity

Error

Long Form

Key Protection: Key integrity check failed in [{0}]

Short Form

Key integrity check failed

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3021E
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Message ID : CGA3023E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA3024E

Severity

Error

Long Form

Key Protection: Extract rkey: Hardware signature has changed

Message ID : CGA3023E 83



Short Form

Hardware signature changed

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3059E

Severity

Error

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] Failure[{5}] EffectfPERMIT]
Short Form

Sysfile modified error

Message ID : CGA3024E 84



Parameters

Label [CEF Label| Type Usage
command command | Text Task struct comm field
pid dvcpid Numeric | Numeric process ID
uid suid Numeric|User id
op_name|op_name |Text Operation name
filePath |filePath Text Full path to file
ecode cnl Numeric|An error code
Description
None

Message ID : CGA3060E

Severity
Error
Long Form

[ALARM)] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] Effect{ DENIED]

Message ID : CGA3059E



Short Form

Sysfile protected

Parameters

Label [CEF Label| Type Usage
command command | Text Task struct comm field
pid dvcpid Numeric | Numeric process ID
uid suid Numeric|User id
op_name|op_name |Text Operation name
filePath |filePath Text Full path to file

Description

None

Message ID : CGA3061E

Severity

Error

Message ID : CGA3060E
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Long Form
Key Protection: Encryption/Decryption: Bad arguments in function [{0}]
Short Form

En/Decrypt BadArgs

Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3062E

Severity

Error

Long Form

Key Protection: Private key write: Null key in function [{0}]

Message ID : CGA3061E



Short Form

PrivKeyWrite NullKey

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3063E

Severity

Error

Long Form

Key Protection: Private key write: Invalid key length in function [{0}]

Short Form

PrivKeyWrite InvalKeylen

Message ID : CGA3062E
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Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3064E

Severity
Error
Long Form
Key Protection: Verify sanity: Bad configuration directory and/or session key arguments in function [{0}]
Short Form
VrfySan BadArgs

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Message ID : CGA3063E



Description

None

Message ID : CGA3065E

Severity
Error
Long Form
Key Protection: Verify password: Bad configuration directory and/or password arguments in function [{0}]
Short Form
VrfyPwd BadArgs

Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3064E



Message ID : CGA3066E

Severity
Error
Long Form
Key Protection: Get salt: Bad configuration directory argument in function [{0}]
Short Form
GetSalt BadArg

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3067E

Message ID : CGA3066E



Severity
Error
Long Form
Key Protection: Shared secret: Bad configuration directory argument in function [{0}]
Short Form
ShrdSecret BadArg

Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3068E

Severity

Error

Message ID : CGA3067E



Long Form
Key Protection: Key integrity check: Bad arguments in function [{0}]
Short Form

KeylntegChk BadArgs

Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3069E

Severity

Error

Long Form

Key Protection: Key integrity check: Invalid key length in function [{0}]

Message ID : CGA3068E



Short Form

KeylntegChk BadLen

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3070E

Severity

Error

Long Form

Key Protection: Extract rkey: Bad arguments in function [{0}]

Short Form

ExtrRkey BadArgs

Message ID : CGA3069E
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Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3071E

Severity
Error
Long Form
Key Protection: Extract rkey: Invalid extraction method in function [{0}]
Short Form
ExtrRkey BadMeth

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Message ID : CGA3070E



Description

None

Message ID : CGA3072E

Severity
Error
Long Form
Key Protection: Policy key update: Bad configuration directory argument in function [{0}]
Short Form
PolKeyUpd BadArg

Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3071E



Message ID : CGA3073E

Severity
Error
Long Form
Key Protection: Signature update: Bad signature update argument in function [{0}]
Short Form
SigUpd BadArg

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3074E

Message ID : CGA3073E



Severity
Error
Long Form
Key Protection: Session key decryption: Bad arguments in function [{0}]
Short Form
SessKeyDcrpt BadArgs

Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3075E

Severity

Error

Message ID : CGA3074E



Long Form

Key Protection: Host password: Invalid argument in function [{0}]

Short Form

HostPwd BadArg

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3076E

Severity

Error

Long Form

Key Protection: Challenge 256: Invalid argument in function [{0}]

Message ID : CGA3075E
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Short Form

Chinge256 BadArg

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3077E

Severity

Error

Long Form

Key Protection: Challenge: Invalid argument in function [{0}]

Short Form

ChingeBadArg

Message ID : CGA3076E

100



Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3078E

Severity
Error
Long Form
Key Protection: Failed to write private key in function [{0}]
Short Form
PrivKkeyWr Fail

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Message ID : CGA3077E 101



Description

None

Message ID : CGA3079E

Severity

Error

Long Form

Key Protection: Failed to read private key in function [{0}]

Short Form

PrivkeyRd Fall

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3078E
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Message ID : CGA3080E

Severity

Error

Long Form

Key Protection: Extract password: Private key unavailable in function [{0}]

Short Form

ExtrPwd PrivKeyUnavalil

Parameters
Label [ CEF Label | Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3081E

Message ID : CGA3080E
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Severity

Error

Long Form

Key Protection: Verify configuration sanity: Private key unavailable in function [{0}]

Short Form

VrfyConfig: PrivKeyUnavail

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3082E

Severity

Error

Message ID : CGA3081E

104



Long Form

Key Protection: Extract rkey: Private key unavailable in function [{0}]

Short Form

ExtrRkey PrivKeyUnavail

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3083E

Severity

Error

Long Form

Key Protection: Extract password: Failed to decrypt using private key in function [{0}]

Message ID : CGA3082E
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Short Form

ExtrPwd PrivKeyDcrpt Fail

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3084E

Severity

Error

Long Form

Key Protection: Verify configuration sanity: Failed to decrypt using private key in function [{0}]

Short Form

VrfyCfg PrivKeyDcrpt Fail

Message ID : CGA3083E
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Parameters

Label | CEF Label [ Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3085E

Severity
Error
Long Form
Key Protection: Extract rkey CR256: Failed to decrypt using private key in function [{0}]
Short Form
ExtrRkey256 PrivKeyDcrpt Falil

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Message ID : CGA3084E 107



Description

None

Message ID : CGA3086E

Severity

Error

Long Form

Key Protection: Extract rkey: Failed to decrypt using private key in function [{0}]

Short Form

ExtrRkey PrivKeyDecrypt Fail

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3085E

108



Message ID : CGA3087E

Severity
Error
Long Form
Key Protection: Verify configuration sanity: Bad session key in file [{0}], function [{1}] line [{2}]
Short Form
VrfyCfg BadSessKey

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

func vds_func |Text |A function name

Description

None

Message ID : CGA3087E 109



Message ID : CGA3088E

Severity
Error
Long Form
Key Protection: Verify configuration sanity: Failed HMAX verification in file [{0}], function [{1}] line [{2}]
Short Form
VrfyCfg FailHMAXVrfy Fail

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

func vds_func |Text |A function name

Description

None

Message ID : CGA3088E 110



Message ID : CGA3089E

Severity
Error
Long Form
Key Protection: Verify configuration sanity: Bad rkey in file [{0}], function [{1}] line [{2}]
Short Form
VrfyCfg BadRkey

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

func vds_func |Text |A function name

Description

None

Message ID : CGA3089E 111



Message ID : CGA3090E

Severity
Error
Long Form
Key Protection: File session key decrypt: Failed description in file [{0}] in function [{1}]
Short Form
FileSessKeyDcrpt Fail

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

func vds_func |Text |A function name

Description

None

Message ID : CGA3090E 112



Message ID : CGA3091E

Severity
Error
Long Form
Key Protection: Extract rkey: Bad password in function [{0}]
Short Form
ExtrRkey BadPwd

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3092E

Message ID : CGA3091E
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Severity

Error

Long Form

Key Protection: Policy key update: Bad password in function [{0}]

Short Form

PolKeyUpd BadPwd

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3093E

Severity

Error

Message ID : CGA3092E

114



Long Form

Key Protection: Policy key update: Extract rkey failure in function [{0}]

Short Form

PolKeyUpd ExtrRkey Fail

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3094E

Severity

Error

Long Form

Compare dir key: Failed to get dir

Message ID : CGA3093E
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Short Form

CmpDirKey FailGetDir

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3095E

Severity

Error

Long Form

Compare dir key: Failed to add keyset
Short Form

CmpDirKey FailAddKeyset

Message ID : CGA3094E
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Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3096E

Severity

Error

Long Form

Get keyid: Invalid key object in [{0}] at [{1}]

Short Form

GetKeyid InvalKeyObj

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name

Message ID : CGA3095E
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Description

None

Message ID : CGA3097E

Severity

Error

Long Form

Get keyid: Local key get failed in [{0}] at [{1}]

Short Form

GetKeyid LclKeyGet Fail

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3096E

118



Message ID : CGA3098E

Severity
Error
Long Form
Policy validation failed
Short Form
PolVald Fail
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3099E

Severity

Error

Message ID : CGA3098E 119



Long Form
LDT: Failed to start
Short Form
LDT: Fail to start
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3100E

Severity

Error

Long Form

LDT: Failed to stop

Message ID : CGA3099E
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Short Form

LDT: Fail to stop

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3101E

Severity

Error

Long Form
LDT: Failed to exit
Short Form

LDT: Fail to exit

Message ID : CGA3100E 121



Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3102E

Severity

Error

Long Form

LDT: Cross guard point key compare failed

Short Form
LDT: Cross guard point key compare failed
Parameters

No parameters are provided for this message type

Message ID : CGA3101E
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Description

None

Message ID : CGA3103E

Severity

Error

Long Form

LDT: Not enough disk space for file [{0}], aborting transformation

Short Form

LDT: Out of disk space

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3102E
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Message ID : CGA3109E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Simulation mode)

Short Form

IgnrCntnrGrd SimMode

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3109E

124



Message ID : CGA3110E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Simulation mode)

Short Form

IgnrGrd SimMode

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3111E

Message ID : CGA3110E

125



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Contains symlinks or is malformed)

Short Form

IgnrCntnrGrd HasSyminks

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3112E

Message ID : CGA3111E
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Severity

Error

Long Form

Not guarding path [{0}] (Reason: Contains symlinks or is malformed)

Short Form

IgnrGrd HasSyminks

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3113E

Severity

Error

Message ID : CGA3112E

127



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Can't guard root)

Short Form

IgnrCntnrGrd NoRoot

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3114E

Severity

Error

Message ID : CGA3113E

128



Long Form

Not guarding path [{0}] (Reason: Can't guard root)

Short Form

IgnrGrd NoRoot

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3115E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Path too long)

Message ID : CGA3114E

129



Short Form

IgnrCntnrGrd PathLong

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3116E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Path too long)

Message ID : CGA3115E

130



Short Form

IgnrGrd PathLong

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3117E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: AUTOFS, but type is not automount)

Short Form

IgnrCntnrGrd AUTOFS

Message ID : CGA3116E
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Parameters

Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description
None

Message ID : CGA3118E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: AUTOFS, but type is not automount)

Short Form

IgnrGrd AUTOFS

Message ID : CGA3117E

132



Parameters

Label

CEF Label [ Type

Usage

gp

fileld Text

Guardpoint base directory

Description

None

Message ID : CGA3119E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Not allowed)

Short Form

IgnrCntnrGrd Islnval

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGA3118E
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Label

CEF Label

Type Usage

dockerid

dockerid

Text | Docker image or container ig

Description

None

Message ID : CGA3120E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Not allowed)

Short Form
IgnrGrd Isinval

Parameters

Label | CEF Label

Type

Usage

ap fileld

Text

Guardpoint base directory

Message ID : CGA3119E

134



Description

None

Message ID : CGA3121E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Raw device not supported)

Short Form

IgnrCntnrGrd RawDev

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq

Message ID : CGA3120E
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Description

None

Message ID : CGA3122E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Raw device not supported)

Short Form

IgnrGrd RawDev

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3121E
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Message ID : CGA3123E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

IgnrCntnrGrd BadFlag

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3123E
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Message ID : CGA3124E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Unknown)

Short Form

IgnrCntnrGrd BadFlag

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3125E

Message ID : CGA3124E

138



Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

IgnrCntnrUngrd BadFlag

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3126E

Message ID : CGA3125E
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Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Unknown)

Short Form

Ignrungrd BadFlag

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3127E

Severity

Error

Message ID : CGA3126E

140



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Nested paths not allowed)

Short Form

BadCntnrGrdPath IsNested

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3128E

Severity

Error

Message ID : CGA3127E

141



Long Form

Not guarding path [{0}] (Reason: Nested paths not allowed)

Short Form

BadGrdPath IsNested

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3129E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Busy, will continue to retry)

Message ID : CGA3128E

142



Short Form

BadCntnrGrdPath IsBusy

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3130E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Busy, will continue to retry)

Message ID : CGA3129E

143



Short Form

BadGrdPath IsBusy

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3131E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Busy, will continue to retry)

Short Form

BadCntnrUngrdPath IsBusy

Message ID : CGA3130E

144



Parameters

Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description
None

Message ID : CGA3132E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Busy, will continue to retry)

Short Form

BadUngrdPath IsBusy

Message ID : CGA3131E

145



Parameters

Label

CEF Label [ Type

Usage

gp

fileld Text

Guardpoint base directory

Description

None

Message ID : CGA3133E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Does not exist)

Short Form

BadCntnrGrdPath NotExist

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGA3132E
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Label

CEF Label

Type Usage

dockerid

dockerid

Text | Docker image or container ig

Description

None

Message ID : CGA3134E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Does not exist)

Short Form

BadGrdPath NotExist

Parameters

Label | CEF Label

Type

Usage

ap fileld

Text

Guardpoint base directory

Message ID : CGA3133E

147



Description

None

Message ID : CGA3135E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Does not exist)
Short Form

BadCntnrUngrdPath NotExist

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq

Message ID : CGA3134E
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Description

None

Message ID : CGA3136E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Does not exist)

Short Form

BadUngrdPath NotExist

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3135E

149



Message ID : CGA3137E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Already mounted)

Short Form

BadCntnrGrdPath AlreadyMounted

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3137E
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Message ID : CGA3138E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Already mounted)

Short Form

BadGrdPath AlreadyMounted

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3139E

Message ID : CGA3138E

151



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Max guard point limit reached)

Short Form

BadCntnrGrd MaxGrds

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3140E

Message ID : CGA3139E

152



Severity

Error

Long Form

Not guarding path [{0}] (Reason: Max guard point limit reached)

Short Form

BadGrd MaxGrds

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3141E

Severity

Error

Message ID : CGA3140E

153



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Resource not available)

Short Form

BadCntnrGrd ResrcUnavail

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3142E

Severity

Error

Message ID : CGA3141E

154



Long Form

Not guarding path [{0}] (Reason: Resource not available)

Short Form

BadGrd ResrcUnavail

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3143E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Operation timed out, retrying)

Message ID : CGA3142E

155



Short Form

BadCntnrGrd TimedOut

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3144E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Operation timed out, retrying)

Message ID : CGA3143E

156



Short Form

BadGrd TimedOut

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3145E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Operation timed out, retrying)

Short Form

BadCntnrUngrd TimedOut

Message ID : CGA3144E

157



Parameters

Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description
None

Message ID : CGA3146E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Operation timed out, retrying)

Short Form

BadUngrd TimedOut

Message ID : CGA3145E

158



Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGA3147E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Invalid guard point)
Short Form

BadCntnrGrdPath InvalGrdPath

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGA3146E 159



Label

CEF Label

Type Usage

dockerid

dockerid

Text | Docker image or container ig

Description

None

Message ID : CGA3148E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Invalid guard point)

Short Form

BadGrdPath InvalGrdPath

Parameters

Label | CEF Label

Type

Usage

ap fileld

Text

Guardpoint base directory

Message ID : CGA3147E

160



Description

None

Message ID : CGA3149E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Invalid, AUTOFS but type is not automount)

Short Form

BadCntnrGrdPath AUTOFSNoAuto

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq

Message ID : CGA3148E
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Description

None

Message ID : CGA3150E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Invalid, AUTOFS but type is not automount)

Short Form

BadGrdPath AUTOFSNoAuto

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3149E
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Message ID : CGA3151E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Partially guarded)

Short Form

BadCntnrGrd PartialGrd

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3151E
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Message ID : CGA3152E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Partially guarded)

Short Form

BadGrd PartialGrd

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3153E

Message ID : CGA3152E

164



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Logical drive or path compressed)

Short Form

BadCntnrGrd IsCompressed

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3154E

Message ID : CGA3153E
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Severity

Error

Long Form

Not guarding path [{0}] (Reason: Logical drive or path compressed)

Short Form

BadGrd IsCompressed

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3155E

Severity

Error

Message ID : CGA3154E

166



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Logical drive or path encrypted)

Short Form

BadCntnrGrd IsEncrypt

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3156E

Severity

Error

Message ID : CGA3155E

167



Long Form

Not guarding path [{0}] (Reason: Logical drive or path encrypted)

Short Form

BadGrd IsEncrypt

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3157E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: System Error/Module not present)

Message ID : CGA3156E

168



Short Form

BadCntnrGrd SysError

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3158E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: System Error/Module not present)

Message ID : CGA3157E

169



Short Form

BadGrd SysError

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3159E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: System Error/Module not present)

Short Form

BadCntnrUngrd SysError

Message ID : CGA3158E
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Parameters

Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description
None

Message ID : CGA3160E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: System Error/Module not present)

Short Form

BadUngrd SysError

Message ID : CGA3159E
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Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGA3161E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Protected file system is stale)
Short Form

BadCntnrGrdPath StaleFS

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGA3160E 172



Label

CEF Label

Type Usage

dockerid

dockerid

Text | Docker image or container ig

Description

None

Message ID : CGA3162E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Protected file system is stale)

Short Form

BadGrdPath StaleFS

Parameters

Label | CEF Label

Type

Usage

ap fileld

Text

Guardpoint base directory

Message ID : CGA3161E
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Description

None

Message ID : CGA3163E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Unsupported filesystem type)

Short Form

BadCntnrGrdPath FSNotSupp

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq

Message ID : CGA3162E
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Description

None

Message ID : CGA3164E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Unsupported filesystem type)

Short Form

BadGrdPath FSNotSupp

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3163E
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Message ID : CGA3165E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Guard point has metadata, only Live Data Transform policy allowed)
Short Form

BadCntnrGrd BadPol

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq

Description

None

Message ID : CGA3165E 176



Message ID : CGA3166E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Guard point has metadata, only Live Data Transform policy allowed)

Short Form

BadGrd BadPol

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3167E

Message ID : CGA3166E
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Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Filesystem type is not supported with Live Data Transform policy)

Short Form

BadCntnrGrd BadFS

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3168E

Message ID : CGA3167E
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Severity

Error

Long Form

Not guarding path [{0}] (Reason: Filesystem type is not supported with Live Data Transform policy)

Short Form

BadGrd BadFS

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3169E

Severity

Error

Message ID : CGA3168E
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Long Form

Not guarding path [{0}] from container [{1}] (Reason: File system not mounted with Extended attribute support)

Short Form

BadCntnrGrd XattrDisabled

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3170E

Severity

Error

Message ID : CGA3169E
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Long Form

Not guarding path [{0}] (Reason: File system not mounted with Extended attribute support)

Short Form

BadGrd XattrDisabled

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3171E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Nested mount path not allowed for LDT)

Message ID : CGA3170E
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Short Form

BadCntnrGrd NestMount

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3172E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Nested mount path not allowed for LDT)

Message ID : CGA3171E
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Short Form

BadGrd NestMount

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3173E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: LDT metadata removal in progress)

Short Form

BadCntnrGrd LDTMetadata

Message ID : CGA3172E
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Parameters

Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description
None

Message ID : CGA3174E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: LDT metadata removal in progress)

Short Form

BadGrd LDTMetadata

Message ID : CGA3173E
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Parameters

Label

CEF Label [ Type

Usage

gp

fileld Text

Guardpoint base directory

Description

None

Message ID : CGA3175E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Inactive)

Short Form

BadCntnrGrd Inactive

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGA3174E

185



Label

CEF Label [ Type Usage

dockerid

dockerid [Text |Docker image or container iq

Description

None

Message ID : CGA3176E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Inactive)

Short Form
BadGrd Inactive

Parameters

Label [ CEF Label | Type

Usage

ap fileld Text

Guardpoint base directory

Message ID : CGA3175E
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Description

None

Message ID : CGA3177E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Inactive)

Short Form

BadCntnrUngrd Inactive

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq

Message ID : CGA3176E
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Description

None

Message ID : CGA3178E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Inactive)

Short Form

BadUngrd Inactive

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3177E
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Message ID : CGA3179E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

BadCntnrGrd BadFlag

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3179E
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Message ID : CGA3180E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Unknown)

Short Form

BadGrd BadFlag

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3181E

Message ID : CGA3180E
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Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

BadCntnrUngrd BadFlag

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3182E

Message ID : CGA3181E
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Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Unknown)

Short Form

BadUngrd BadFlag

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3184E

Severity

Error

Message ID : CGA3182E
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Long Form

Failed to guard path [{0}] (Reason: [{1}] file system not supported)

Short Form
FS NotSupp
Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGA3185E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Can't guard root)

Message ID : CGA3184E
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Short Form

GrdPath IsRoot

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base directory
Description

None

Message ID : CGA3187E

Severity

Error

Long Form

An encryption policy was applied to a folder containing NTFS compressed files, [{0}]. NTFS compressed files are not encrypted

Short Form

Folder IsCompressed

Message ID : CGA3185E 194



Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGA3188E

Severity

Error

Long Form

An encryption policy was applied to a folder containing NTFS encrypted files, [{0}]. NTFS encrypted files are not encrypted
Short Form

Folder IsCrypt

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGA3187E 195



Description

None

Message ID : CGA3189E

Severity

Error

Long Form

Guard path [{0}]: Guard point has metadata, only Live Data Transform policy allowed

Short Form

Bad GrdPath Pol

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3188E
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Message ID : CGA3190E

Severity

Error

Long Form

Guard path [{0}]: Wrong fs type for this guard point

Short Form

Bad GrdPath FS

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3191E

Message ID : CGA3190E
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Severity

Error

Long Form

Guard path [{0}]: Extended attribute not enabled for guard point

Short Form

GrdPath XattrDisabled

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3192E

Severity

Error

Message ID : CGA3191E
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Long Form

Guard path [{0}]: Nested mount not allowed for Live Data Transform

Short Form

GrdPath NestMount

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3206E

Severity

Error

Long Form

LDT: failed to encrypt data

Message ID : CGA3192E
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Short Form

LDT Crypt Fall

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3212E
Severity
Error

Long Form

LDT-ALERT: Error in scanning guardpoint [{O}].
Short Form

LDT-ALERT: Error in scanning guardpoint

Message ID : CGA3206E
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Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base director

Description

None

Message ID : CGA3218E

Severity
Error
Long Form
LDT: Skipping transformation of file [{0}], due to pre-check error.
Short Form
LDT: Skipping transformation of file, due to pre-check error

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3212E
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Description

None

Message ID : CGA3220E

Severity

Error

Long Form

LDT: Error recovering ranges from previous transformation for file [{0}].

Short Form

LDT: Error recovering ranges from previous transformation for file

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3218E
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Message ID : CGA3222E

Severity

Error

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] ContainerID[{5}] Failure[{6}] EffectfPERMIT]

Short Form

Sysfile modified error

Parameters

Label [CEF Label| Type Usage
command| command |Text Task struct comm field
pid dvcpid Numeric | Numeric process ID
uid suid Numeric|User id
op_name|op_name |Text Operation name
filePath |filePath Text Full path to file
cid cid Text Container ID
ecode cnl Numeric[An error code

Message ID : CGA3222E
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Description

None

Message ID : CGA3223E

Severity

Error

Long Form

[ALARM] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] ContainerID[{5}] Effect{DENIED]
Short Form

Sysfile protected

Parameters
Label [CEF Label| Type Usage
command command | Text Task struct comm field
pid dvcpid Numeric | Numeric process ID
uid suid Numeric|User id
op_name|op_name |Text Operation name

Message ID : CGA3222E 204



Label [CEF Label| Type Usage
filePath [filePath Text Full path to file
cid cid Text Container ID
Description
None
Message ID : CGA3227E
Severity
Error
Long Form
LDT: Error while rekeying guardpoint [{0}]
Short Form
LDT: Error while rekeying guardpoint
Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director

Message ID : CGA3223E
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Description

None

Message ID : CGA3228E

Severity

Error

Long Form

Ptrace denied on authenticator [{0}] pid [{1}]

Short Form

Ptrace authenticator denied

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text Full path to file
pid dvcpid Numeric | Numeric process |0}

Message ID : CGA3227E
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Description

None

Message ID : CGA3229E

Severity

Error

Long Form

Ptrace denied on protected process [{0}] pid [{1}]

Short Form

Ptrace protected denied

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text Full path to file
pid dvcpid Numeric | Numeric process |0}

Message ID : CGA3228E
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Description

None

Message ID : CGA3230E

Severity

Error

Long Form

LDT: Terminating rekey ON [{0}] due to data corruption

Short Form

LDT: terminated, corruption

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3229E
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Message ID : CGA3232E

Severity

Error

Long Form

LDT: Data transformation is aborted on file [{0}]. Error : {1}
Short Form

LDT: Data transformation is aborted on file

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text Full path to file
ecode |[cnl Numeric [ An error code
Description
None

Message ID : CGA3232E 209



Message ID : CGA3233E

Severity

Error

Long Form

LDT: Data transformation is aborted on file [{0}]. Error : {1}. Reason : {2}

Short Form

LDT: Data transformation is aborted on file

Parameters
Label | CEF Label | Type Usage
filePath |filePath Text Full path to file
ecode ([cnl Numeric|An error code
showsStr|reason Text Code specifying reason for allowing access, if any
Description

None

Message ID : CGA3233E
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Message ID : CGA3235E

Severity
Error
Long Form
Key Protection: Failed to generate derived key in function [{0}]
Short Form
Generate derived key failed

Parameters

Label [ CEF Label | Type Usage

func |vds_func [Text |A function name

Description

None

Message ID : CGA3236E

Message ID : CGA3235E
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Severity

Error

Long Form

Key Protection: Encryption errorin function [{0}]

Short Form

Encryption error

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3237E

Severity

Error

Message ID : CGA3236E
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Long Form

Key Protection: Invalid access file in [{0}] at [{1}]

Short Form

Invalid access file

Parameters
Label | CEF Label [ Type Usage
func |vds_func [Text |A function name
Description

None

Message ID : CGA3238E

Severity

Error

Long Form

Not re-guarding path [{0}] from container [{1}] (Reason: Guard point initialization already in progress)

Message ID : CGA3237E
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Short Form

BadCntnrGrd InProgress

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3239E

Severity

Error

Long Form

Not re-guarding path [{0}] (Reason: Guard point initialization already in progress)

Message ID : CGA3238E
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Short Form

BadGrd InProgress

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3252E

Severity

Error

Long Form

LDT-ALERT: Cannot enable guard point [{0}], LDT initialization failed with error [{1}]

Short Form

LDT: enable failure

Message ID : CGA3239E
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Parameters

y

Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base director
ecode|cnl Numeric|An error code
Description
None

Message ID : CGA3256E

Severity

Error

Long Form

LDT-ALERT: Error initializing resources, LDT will not be operational.

Short Form

LDT init fail

Message ID : CGA3252E
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Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3272E

Severity

Error

Long Form

{0} does not have UUID

Short Form

UUID does not exist

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3256E
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Description

None

Message ID : CGA3274E

Severity

Error

Long Form

Failed to write classification {0} to {1}

Short Form

Failed to write

Parameters
Label | CEF Label | Type Usage
tag tag Text |Tag
filePath|filePath Text |Full path to file

Message ID : CGA3272E
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Description

None

Message ID : CGA3275E

Severity

Error

Long Form

Data classification transaction {0} failed for operation {1} with {2} : {3}

Short Form

Classification transaction failed

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
filePath|filePath Text |Full path to file

Message ID : CGA3274E
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Description

None

Message ID : CGA3278E

Severity

Error

Long Form

Key Conflict for File [{0}]: key information in LDT metadata does not match with the key specified under policy

Short Form

Mismatch policy

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3275E
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Message ID : CGA3279E

Severity

Error

Long Form

ESG/IDT-ALERT: 10 error on header for ESG/IDT-Capable device [{0}]

Short Form

header IO error

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3280E

Message ID : CGA3279E
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Severity

Error

Long Form

ESG/IDT-ALERT: Data transformation failure on ESG/IDT-Capable device [{0}]

Short Form
IDT fail
Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGA3282E

Severity

Error

Message ID : CGA3280E
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Long Form

ESG/IDT-ALERT: Failed to update new device size on ESG/IDT-Capable device [{0}]

Short Form
resize fail
Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGA3284E

Severity

Error

Long Form

LDT: Failed to flag GuardPoint [{0}] for deferred key rotation, error [{1}]

Message ID : CGA3282E
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Short Form

Defer rotate fail

y

Parameters
Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base director
ecode|cnl Numeric|An error code
Description

None

Message ID : CGA3289E

Severity

Error

Long Form

Failed to have permission to remediate {0}

Message ID : CGA3284E
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Short Form

Failed to have permission to remediate

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3292E

Severity

Error

Long Form

Failed to prepare remediation for {0}

Short Form

Failed to prepare remediation

Message ID : CGA3289E
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Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3295E

Severity
Error
Long Form
Failed to remediate {0} offline
Short Form
Failed to remediate offline

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3292E 226



Description

None

Message ID : CGA3298E

Severity

Error

Long Form

Failed to commit remediation for {0}

Short Form

Failed to commit remediation

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3295E
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Message ID : CGA3301E

Severity

Error

Long Form

Failed to remediate {0} online

Short Form

Failed to remediate online

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3304E

Message ID : CGA3301E
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Severity

Error

Long Form

ESG-ALERT: Process [{0}] disallowed on ESG device [{1}]

Short Form
Disallow ESG
Parameters
Label [ CEF Label | Type Usage
sproc [sproc Text |Source process
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGA3306E

Message ID : CGA3304E
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Severity

Error

Long Form

LDT: Skipping transformation of file [{0}], Unable to retrieve the File Information MD.

Short Form

LDT: Skipped invalid INF

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3307E

Severity

Error

Message ID : CGA3306E
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Long Form
LDT: Skipping transformation of file [{0}], As failed to validate LDT file MetaData. Please contact support for more information.
Short Form

LDT: Skipped invalid metadata

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3308E

Severity
Error
Long Form

LDT: Skipping transformation of file [{0}], Key in the policy doesn't match with the key in the MD. Please contact support for more
information.

Message ID : CGA3307E 231



Short Form
LDT: Skipped key missmatch

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3309E

Severity
Error
Long Form

LDT: Skipping transformation of file [{0}],file is being restored or exclusively accessed by the application. Please retrigger the
rekey again after application finishes the processing on the file.

Short Form

LDT: Skipped restore

Message ID : CGA3308E 232



Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3310E

Severity
Error
Long Form

LDT: Skipping transformation of file [{0}],As failed to remove the read-only attribute of the file. Please retrigger the rekey again
after checking the file permissions.

Short Form

LDT: Skipped read only

Parameters

Label | CEF Label | Type Usage

Message ID : CGA3309E 233



Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA3310E
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Logger CGA: Information
Message ID : CGA2622|

Severity

Information

Long Form

Access Check Tracing: Invalid policy, use default policy object

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2630I

Severity

Information

Logger CGA: Information
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Long Form

Policy [{0}]: Key match file is [{1}]

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2631lI
Severity
Information

Long Form

Policy [{0}]: Key match resource domain is [{1}]
Short Form

No short form is provided for this message type

Message ID : CGA2630I
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Description

None

Message ID : CGA2632I

Severity

Information

Long Form

Policy [{0}]: Using Key [{1}] of rule number [{2}]
Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2633lI

Severity

Information

Message ID : CGA2631I 237



Long Form

Policy [{0}]: No key rule matched: Using clear key
Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2640I
Severity

Information

Long Form

Access check tracing: Policy [{0}]: Proc[{1}] Gen[{2}] User[{3} {4} {5}] Res[{6}]
Short Form

No short form is provided for this message type

Message ID : CGA2633lI 238



Description

None

Message ID : CGA2641l

Severity

Information

Long Form

Access check tracing: Policy [{0}]: Empty rules table
Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2642I

Severity

Information

Message ID : CGA2640I
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Long Form

Access check tracing: Policy [{0}]: [{1}] Domain [{2}] matched
Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2643lI
Severity
Information

Long Form

Access check tracing: Policy [{0}]: Rule number [{1}] matched
Short Form

No short form is provided for this message type

Message ID : CGA2642I
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Description

None

Message ID : CGA2644|

Severity

Information

Long Form

Access check tracing: Policy [{0}]: GoTo rule number [{1}]
Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2646I

Severity

Information

Message ID : CGA2643lI
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Long Form

Access checK tracing: Policy [{0}]: No rule matched - default action is [Deny]
Short Form

No short form is provided for this message type

Description

None

Message ID : CGA26471
Severity
Information

Long Form

Access checK tracing: Policy [{0}]: Using effect of rule number [{1}]: [{2} {3} {4}]
Short Form

No short form is provided for this message type

Message ID : CGA2646I 242



Description

None

Message ID : CGA2656I

Severity

Information

Long Form

Policy [{0}]: Set [{1}] empty with no [{2}]
Short Form

Empty policy set

Parameters
Label | CEF Label | Type Usage
pol csl Text |Policy name

oType |vds_oType | Text |Object type in policy rule

oName|vds_oNamg Text [Object name in policy rulg

Message ID : CGA26471
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Description

None

Message ID : CGA26571

Severity
Information
Long Form
Policy: Set [{0}] empty with no [{1}]
Short Form
Empty policy set

Parameters

Label | CEF Label | Type Usage

oType |vds_oType | Text |Object type in policy rule

oName|vds_oNamg Text [Object name in policy rulg

Message ID : CGA2656I
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Description

None

Message ID : CGA3001lI

Severity
Information
Long Form
EVENT: {0}
Short Form
Event

Parameters

Label

CEF Label

Type

Usage

showStr

reason

Text

Code specifying reason for allowing access, if af

oY

Description

None

Message ID : CGA26571
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Message ID : CGA3005I

Severity
Information
Long Form
Host password successfully supplied
Short Form
Host password accepted.
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3006I

Severity

Information

Message ID : CGA3005I
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Long Form
A host password was entered, but was not required
Short Form

Host password not required

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3019I

Severity

Information

Long Form

Challenge/Response: Successfully unlocked keys

Message ID : CGA3006I
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Short Form
Challenge/Response successful
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3020I

Severity

Information

Long Form

Challenge/Response: Challenge/response was entered, but was not required
Short Form

Challenge/Response not required

Message ID : CGA3019I 248



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3058I

Severity

Information

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] Effect{PERMIT]

Short Form

Sysfile modified

Parameters
Label [CEF Label| Type Usage
command command | Text Task struct comm field
pid dvcpid Numeric | Numeric process ID

Message ID : CGA3020I
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Label [CEF Label| Type Usage

uid suid Numeric|User id

op_name|op_name |Text Operation name

filePath [filePath Text Full path to file

Description

None

Message ID : CGA3105I

Severity
Information
Long Form
LDT: Error deleting stale metadata for [{0}]. Delete existing metadata before guarding with a production or data transform policy.
Short Form
LDT: Error deleting stale metadata

Parameters

Label | CEF Label | Type Usage

Message ID : CGA3058I 250



Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA3183l

Severity

Information

Long Form

Successfully unguarded path [{0}]

Short Form

Ungrd Success

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3105I
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Description

None

Message ID : CGA3186lI

Severity

Information

Long Form

Successfully configured automount for path [{0}]

Short Form

Automnt Success

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3183lI
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Message ID : CGA3193lI

Severity

Information

Long Form

Successfully guarded [{0}]

Short Form

Grd Success

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3194|

Message ID : CGA3193lI
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Severity

Information

Long Form

Successfully guarded [{0}] in simulation mode

Short Form

SimMode Grd Success

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3195I

Severity

Information

Message ID : CGA3194|
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Long Form

Successfully guarded [{0}] from container [{1}]

Short Form

Cntnr Grd Success

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3196I

Severity

Information

Message ID : CGA3195I
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Long Form

Successfully guarded [{0}] from container [{1}] in simulation mode

Short Form

SimMode Cntnr Grd Success

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA31971

Severity

Information

Message ID : CGA3196I
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Long Form

[{O}] System lock enabled

Short Form

System lock enabled

Parameters
Label | CEF Label [ Type Usage
stime |start Text | A start time stamp|
Description

None

Message ID : CGA3198I

Severity

Information

Long Form

[{0}] System lock disabled

Message ID : CGA31971
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Short Form

SysLock Disabled

Parameters
Label | CEF Label [ Type Usage
stime |start Text | A start time stamp|
Description

None

Message ID : CGA3199I

Severity

Information

Long Form

[{O}] FS agent lock enabled

Short Form

FSAgentLock Enabled

Message ID : CGA3198I
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Parameters

Label | CEF Label [ Type Usage

stime |start Text | A start time stamp|

Description

None

Message ID : CGA3200lI

Severity

Information

Long Form

[{O}] FS agent lock disabled
Short Form

FSAgentLock Disabled

Parameters
Label [ CEF Label | Type Usage
stime |start Text | A start time stamp|

Message ID : CGA3199I 259



Description

None

Message ID : CGA3201lI

Severity

Information

Long Form

[{0}] Concise logging enabled

Short Form

ConsLog Enabled

Parameters
Label | CEF Label [ Type Usage
stime |start Text | A start time stamp|
Description

None

Message ID : CGA3200I
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Message ID : CGA3202I

Severity

Information

Long Form

[{0}] Concise logging disabled

Short Form

ConsLog Disabled

Parameters
Label [ CEF Label | Type Usage
stime |start Text | A start time stamp|
Description

None

Message ID : CGA3203l

Message ID : CGA3202I
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Severity

Information

Long Form

Policy [{0}] took effect or was modified

Short Form
Pol Modified
Parameters
Label | CEF Label [Type| Usage
pol csl Text |Policy name
Description
None

Message ID : CGA3204|

Severity

Information

Message ID : CGA3203lI
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Long Form

Successfully unguarded [{0}] from container [{1}]

Short Form

Cntnr Ungrd Success

Parameters
Label |CEF Label | Type Usage
ap fileld Text | Guardpoint base directory
dockerid{dockerid [Text |Docker image or container iq
Description

None

Message ID : CGA3205I

Severity

Information

Message ID : CGA32041
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Long Form

Successfully unguarded [{0}]

Short Form

Ungrd Success

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3207I

Severity

Information

Long Form

FS Agent lock successful

Message ID : CGA3205I
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Short Form

FSAgent Lock Success

Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3208I
Severity
Information

Long Form

FS Agent unlock successful

Short Form

FSAgent Unlock Success

Message ID : CGA32071
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Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3209I

Severity

Information

Long Form

System is now locked

Short Form
System Lock Success
Parameters

No parameters are provided for this message type

Message ID : CGA3208I
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Description

None

Message ID : CGA3210I

Severity
Information
Long Form
System is now unlocked
Short Form
System Unlock Success
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3209I

267



Message ID : CGA3211lI

Severity
Information
Long Form
McAfee Host Intrusion Prevention is disabled while the system is unlocked
Short Form
HIPS Disabled
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3213lI

Severity

Information

Message ID : CGA3211lI 268



Long Form

LDT: Completed scanning guardpoint [{O}].

Short Form

LDT: Completed scanning guardpoint

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3214l

Severity

Information

Long Form

LDT: Starting transformation for guardpoint [{O}].

Message ID : CGA3213lI
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Short Form

LDT: Starting transformation for guardpoint

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3215I

Severity

Information

Long Form

LDT: Completed transformation for guardpoint [{0}].

Short Form

LDT: Completed transformation for guardpoint

Message ID : CGA3214I
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Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGA3216l

Severity
Information
Long Form
LDT: Skipping transformation of passthrough file [{0}].
Short Form
LDT: Skipping transformation of passthrough file

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3215I 271



Description

None

Message ID : CGA32171

Severity

Information

Long Form

LDT: Skipping transformation of read-only file [{0}].

Short Form

LDT: Skipping transformation of read-only file

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3216l
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Message ID : CGA3219I

Severity

Information

Long Form

LDT: Starting transformation of file [{0}].

Short Form

LDT: Starting trasformation of file

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3221l

Message ID : CGA3219I
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Severity

Information

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] ContainerID[{5}] Effect{PERMIT]

Short Form

Sysfile modified

Parameters
Label [CEF Label| Type Usage

command command | Text Task struct comm field
pid dvcpid Numeric | Numeric process ID
uid suid Numeric|User id
op_name|op_name |Text Operation name
filePath |filePath Text Full path to file
cid cid Text Container ID

Description

None

Message ID : CGA32211 274



Message ID : CGA3224|

Severity

Information

Long Form

LDT: Completed transformation of guardpoint [{0}] {1}

Short Form

LDT: Completed transformation of guardpoint

y

Parameters
Label |[CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Idt_stats|Idt stats [Text |LDT statistics
Description

None

Message ID : CGA32241
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Message ID : CGA3225I

Severity

Information

Long Form

LDT: Skipping transformation of reparse point or link [{0}].

Short Form

LDT: Skipping transformation of reparse point

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3226l

Message ID : CGA3225I
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Severity

Information

Long Form

LDT: Scan completed for guardpoint [{0}]. Data statistics for guard point: {1}.

Short Form

LDT: GP stats:

y

Parameters
Label |[CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Idt_stats|ldt stats [Text |LDT statistics
Description

None

Message ID : CGA3240I

Message ID : CGA3226I
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Severity
Information
Long Form

LDT: Skipping transformation of passthrough file [{0}]. The file resides in the boot directory. CTE cannot encrypt boot directory
files.

Short Form
LDT: Skipping passthrough bootdir

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3241l

Severity

Information

Message ID : CGA3240I 278



Long Form

LDT: Skipping transformation of passthrough file [{0}]. CTE cannot encrypt these files. They are already encrypted using NTFS
encryption or compressed.

Short Form
LDT: Skipping passthrough encrypted

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3242|

Severity

Information

Long Form

LDT: Skipping transformation of passthrough file [{0}]. File is not in a GuardPoint directory.

Message ID : CGA3241l1 279



Short Form

LDT: Skipping passthrough notfiltered

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3244|

Severity

Information

Long Form

Volume [{0}] is being mounted. Guard points on this volume will be protected by Thales CTE

Short Form

Volume is being mounted

Message ID : CGA3242]
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Parameters

Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA3245|

Severity

Information

Long Form

CTE upgrade enabled

Short Form

VTE upgrade enabled

Parameters

No parameters are provided for this message type

Message ID : CGA3244|
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Description

None

Message ID : CGA3246I

Severity
Information
Long Form
CTE upgrade disabled
Short Form
VTE upgrade disabled
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3245I
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Message ID : CGA32471

Severity
Information
Long Form
CTE upgrade canceled
Short Form
VTE upgrade canceled

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3248I

Severity

Information

Message ID : CGA32471
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Long Form
CTE upgraded on reboot
Short Form
VTE upgraded on reboot
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA32571

Severity

Information

Long Form

LDT: Exclusive access for rekey delayed on inode [%lId].

Message ID : CGA3248I
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Short Form

LDT exclusive delayed

Parameters
Label | CEF Label | Type Usage
node |vds_node |Numeric|A node identifier
Description

None

Message ID : CGA3258I

Severity

Information

Long Form

LDT: Exclusive access for rekey granted after delay on inode [%lld].

Short Form

LDT exclusive granted

Message ID : CGA32571
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Parameters

Label | CEF Label | Type Usage

node |vds_node |Numeric|A node identifier

Description

None

Message ID : CGA3269I

Severity
Information
Long Form
Key change detected on {0} with Operation [{1}] and classification {2}
Short Form
Classification key change

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3258I 286



Label | CEF Label | Type Usage
tag_op [tag_op Text | Tag operation
tag tag Text |Tag
Description
None

Message ID : CGA3270I

Severity

Information

Long Form

Operation {0} failed because data classification is not enabled on {1}

Short Form

Classification not enabled

Parameters
Label | CEF Label | Type Usage
tag_op [tag_op Text | Tag operation

Message ID : CGA3269I
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Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA3271l

Severity

Information

Long Form

Data classification initialization has not been finished for guard point {0}

Short Form

classification not initialized

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director

Message ID : CGA3270I
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Description

None

Message ID : CGA3273lI

Severity

Information

Long Form

Succeded to write classification {0} to {1}

Short Form

Succeded to write

Parameters
Label | CEF Label | Type Usage
tag tag Text |Tag
filePath|filePath Text |Full path to file

Message ID : CGA3271l
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Description

None

Message ID : CGA3281lI

Severity

Information

Long Form

ESG/IDT-INFO: Data transformation complete on ESG/IDT-Capable device [{0}]

Short Form
IDT ok
Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGA3273lI
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Message ID : CGA3283lI

Severity

Information

Long Form

LDT: Deferred key rotation on GuardPoint [{0}] until after completion of current transformation

Short Form

Defer rotate ok

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3287I

Message ID : CGA3283lI
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Severity

Information

Long Form

Acquiring permission to remediate {0}

Short Form

Acquiring permission to remediate

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3288I

Severity

Information

Message ID : CGA32871
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Long Form

Got permission to remediate {0}

Short Form

Got permission to remediate

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3290I

Severity

Information

Long Form

Preparing to remediate {0}

Message ID : CGA3288I
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Short Form

Preparing to remediate

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3291l

Severity

Information

Long Form

Ready to remediate {0}

Short Form

Ready to remediate

Message ID : CGA3290I

294



Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3293|

Severity
Information
Long Form
Remediating {0} from {1} to {2} offline
Short Form
Remediating offline

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3291lI 295



Label | CEF Label | Type Usage
key cs3 Text |Name of key or key pair
key cs3 Text |Name of key or key pair
Description
None

Message ID : CGA3294|

Severity

Information

Long Form

Remediated {0} from {1} to {2} offline

Short Form

Remediated offline

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3293lI
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Label | CEF Label | Type Usage
key cs3 Text |Name of key or key pair
key cs3 Text |Name of key or key pair
Description
None

Message ID : CGA3296I

Severity

Information

Long Form

Committing remediation for {0}

Short Form

Committing remediation

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3294|
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Description

None

Message ID : CGA32971

Severity

Information

Long Form

Committed remediation for {0}

Short Form

Committed remediation

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3296I
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Message ID : CGA3299I

Severity

Information

Long Form

Remediating {0} from {1} to {2} online
Short Form

Remediating online

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
key cs3 Text |Name of key or key pair
key cs3 Text |Name of key or key pair
Description
None

Message ID : CGA3299I 299



Message ID : CGA3300I

Severity

Information

Long Form

Remediated {0} from {1} to {2} online
Short Form

Remediated online

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
key cs3 Text |Name of key or key pair
key cs3 Text |Name of key or key pair
Description
None

Message ID : CGA3300I 300



Message ID : CGA3305I

Severity
Information
Long Form

ESG-INFO: Process [{0}] allowed on ESG device [{1}]

Short Form
Allow ESG
Parameters
Label [ CEF Label | Type Usage
sproc [sproc Text |Source process
ap fileld Text | Guardpoint base directory
Description
None

Message ID : CGA3305I 301



Message ID : CGA3343lI

Severity

Information

Long Form

Remediation is being done on other cte client for {0}

Short Form

Remediation on nfs

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3343lI
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Logger CGA: Warnings
Message ID : CGA2615W

Severity

Warning

Long Form

[{O} {1}]: Sub-domain [{2}] not found

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2616W

Severity

Warning

Logger CGA: Warnings 303



Long Form

[{O} {1}]: Undefined sub-domain [{2}]

Short Form

No short form is provided for this message type
Description

None

Message ID : CGA2623W
Severity
Warning

Long Form

Policy [{0}]: Rename problem: source [{1}] is encrypted by key [{2}] but destination [{3}] by key [{4}]
Short Form

Policy rename failed

Message ID : CGA2616W 304



Parameters

Description

None

Label CEF Label | Type Usage
pol csl Text |Policy name
oldFilePath|oldFilePath| Text |Previous path to file (for rename and link)
key cs3 Text |Name of key or key pair
filePath filePath Text |Full path to file
altkey vds_altkey | Text [Name of alternate key for multi-key operation

Message ID : CGA2901W

Severity
Warning

Long Form

Challenge/Response: Challenge/response requested to decrypt keys

Message ID : CGA2623W

)
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Short Form
Challenge/Response requested to decrypt keys
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGA3002W
Severity
Warning

Long Form

EVENT: {0}

Short Form

Event

Message ID : CGA2901W
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Parameters

Label

CEF Label

Type

Usage

showStr

reason

Text

Code specifying reason for allowing access, if a

Yy

Description

None

Message ID : CGA3104W

Severity

Warning

Long Form

LDT: Volume dismounted. Aborting transformation at file [{0}]

Short Form

LDT: Stopping on dismount

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3002W
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Description

None

Message ID : CGA3106W

Severity
Warning

Long Form

LDT: The guard point [{0}] does not have a valid transformation policy, there is no new key rule

Short Form

LDT: no new key rule

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3104W
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Message ID : CGA3107/W

Severity

Warning

Long Form

LDT: The guard point [{0}] does not have a valid transformation policy, there is no key_op rule

Short Form

LDT: no key_op rule

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGA3108W

Message ID : CGA3107W
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Severity
Warning

Long Form

LDT: The guard point [{0}] does not support Live Data Transform, only file operations from the Offline Data Transform process
will be allowed

Short Form

LDT: online rekey not supported

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base directory
Description

None

Message ID : CGA3231W

Severity

Warning

Message ID : CGA3108W 310



Long Form

Failed to get a HDFS file name for {0}. Check the secfsd.log and the vor-hdfs-stderr.log for more details, and make sure the
NameNode is running

Short Form
Failed to get HDFS file name

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Description

None

Message ID : CGA3243W

Severity

Warning

Long Form

Volume [{0}] is getting dismounted. Guard Points on this volume will not be protected by Thales CTE

Message ID : CGA3231W 311



Short Form

Volume is getting dismounted

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGA3265W

Severity

Warning

Long Form

FSADM-ALERT: ESG/IDT required Signature Set for system utilities may have to be resigned {0}

Short Form

FSADM-ALERT: Resigning of file system binaries is required

Message ID : CGA3243W
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Parameters

Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA3276W

Severity

Warning

Long Form

Denied access to {0}{1} during classification initialization

Short Form

File access denied during initialization

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGA3265W
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Label

CEF Label

Type

Usage

filePath

filePath

Text

Full path to file

Description

None

Message ID : CGA3285W

Severity

Warning

Long Form

Denied access to data classification internal file {041}

Short Form

Internal file access denied

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
filePath|filePath Text |Full path to file

Message ID : CGA3276W
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Description

None

Message ID : CGA3286W

Severity
Warning

Long Form

Denied access to {0}{1} during data remediation

Short Form

File access denied during remediation

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
filePath|filePath Text |Full path to file

Message ID : CGA3285W
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Description

None

Message ID : CGA3286W 316



Logger CGP: Errors

Message ID : CGP2602E

Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}6}] Key[{7}] Effect[{8} {9}]

Short Form

Reject access

Parameters
Label | CEF Label | Type Usage
cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc |sproc Text [Source process
act act Text |Action being requested or performed

Logger CGP: Errors
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Label | CEF Label | Type Usage

ap fileld Text |Guardpoint base directory

filePath |filePath Text |Full path to file

key cs3 Text |Name of key or key pair

denyStr|msg Text | Code specifying reason for denying access, if any
showStr| reason Text [Code specifying reason for allowing access, if any

Description

A GuardPoint policy has blocked access to encrypted data.The reason for blocking the attempt is provided in the message fields.

Message ID : CGP2604E
Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}6}] {7} Effect[{8} {9}]

Short Form

Reject access

Message ID : CGP2602E 318



Parameters

Label | CEF Label | Type Usage
cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc |sproc Text |Source process
act act Text [Action being requested or performed
ap fileld Text | Guardpoint base directory
filePath |filePath Text |Full path to file
denyStr|msg Text | Code specifying reason for denying access, if any
showStr|reason Text | Code specifying reason for allowing access, if any

Description

A GuardPoint policy has blocked access to encrypted data.The reason for blocking the attempt is provided in the message fields

Message ID : CGP2606E

Severity

Error

Message ID : CGP2604E 319



Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5K6}] Effect[{7} {8}]

Short Form

Reject node

y

Parameters
Label | CEF Label | Type Usage
cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc |sproc Text |Source process
act act Text [Action being requested or performed
ap fileld Text |Guardpoint base directory
filePath |filePath Text |Full path to file
denyStr|msg Text | Code specifying reason for denying access, if ar
showStr|reason Text | Code specifying reason for allowing access, if al

vy

Message ID : CGP2606E
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Description

A GuardPoint policy has blocked access to encrypted data.The reason for blocking the attempt is provided in the message fields.

Message ID : CGP2608E

Severity
Error
Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5K6}] [{7}{8}] Effect[{9} {10}]

Short Form
Reject link
Parameters
Label CEF Label | Type Usage

cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text [User name
sproc sproc Text |Source process

Message ID : CGP2606E 321



Description

None

Label CEF Label | Type Usage
act act Text |Action being requested or performed
ap fileld Text |Guardpoint base directory
oldFilePath|oldFilePath| Text |Previous path to file (for rename and link)
filePath filePath Text |Full path to file
denyStr msg Text [Code specifying reason for denying access, if any
showStr |reason Text |Code specifying reason for allowing access, if any

Message ID : CGP2610E

Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5K6}] [{7}{8}] Effect[{9} {10}]

Message ID : CGP2608E



Short Form

Reject rename

y

iy

Parameters
Label CEF Label | Type Usage
cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc sproc Text |Source process
act act Text [Action being requested or performed
ap fileld Text |Guardpoint base directory
oldFilePath| oldFilePath| Text |Previous path to file (for rename and link)
filePath filePath Text |Full path to file
denyStr msg Text |Code specifying reason for denying access, if ar
showStr |reason Text |Code specifying reason for allowing access, if al
Description

None

Message ID : CGP2610E

323



Logger CGP: Information

Message ID : CGP2601l

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}6}] Key[{7}] Effect[{8} {9}]

Short Form

Audit access

Parameters
Label | CEF Label | Type Usage
cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc |sproc Text [Source process
act act Text |Action being requested or performed

Logger CGP: Information

324



Label | CEF Label | Type Usage

ap fileld Text |Guardpoint base directory
filePath |filePath Text |Full path to file
key cs3 Text |Name of key or key pair
denyStr|msg Text | Code specifying reason for denying access, if any
showStr| reason Text [Code specifying reason for allowing access, if any
Description
None

Message ID : CGP2603lI
Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}6}] {7} Effect[{8} {9}]

Short Form

Audit access

Message ID : CGP2601lI 325



Parameters

Label | CEF Label | Type Usage

cat cat Text |Event Category (e.g. AUDIT, TRACE)

pol csl Text |Policy name

user suser Text |User name

sproc |sproc Text |Source process

act act Text [Action being requested or performed

ap fileld Text | Guardpoint base directory

filePath |filePath Text |Full path to file

denyStr|msg Text | Code specifying reason for denying access, if any

showStr|reason Text | Code specifying reason for allowing access, if any
Description
None

Message ID : CGP2605I

Severity

Information

Message ID : CGP2603I 326



Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5K6}] Effect[{7} {8}]

y

Short Form
Audit node
Parameters
Label | CEF Label | Type Usage

cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc |sproc Text |Source process
act act Text [Action being requested or performed
ap fileld Text |Guardpoint base directory
filePath |filePath Text |Full path to file
denyStr|msg Text | Code specifying reason for denying access, if ar
showStr|reason Text | Code specifying reason for allowing access, if al

vy

Message ID : CGP2605I

327



Description

None

Message ID : CGP26071

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5K6}] [{7}{8}] Effect[{9} {10}]

Short Form
Audit link
Parameters
Label CEF Label | Type Usage

cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text [User name
sproc sproc Text |Source process

Message ID : CGP2605I

328



Description

None

Label CEF Label | Type Usage
act act Text |Action being requested or performed
ap fileld Text |Guardpoint base directory
oldFilePath|oldFilePath| Text |Previous path to file (for rename and link)
filePath filePath Text |Full path to file
denyStr msg Text [Code specifying reason for denying access, if any
showStr |reason Text |Code specifying reason for allowing access, if any

Message ID : CGP26009I

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5K6}] [{7}{8}] Effect[{9} {10}]

Message ID : CGP26071



Short Form

Audit rename

y

iy

Parameters
Label CEF Label | Type Usage
cat cat Text |Event Category (e.g. AUDIT, TRACE)
pol csl Text |Policy name
user suser Text |User name
sproc sproc Text |Source process
act act Text [Action being requested or performed
ap fileld Text |Guardpoint base directory
oldFilePath| oldFilePath| Text |Previous path to file (for rename and link)
filePath filePath Text |Full path to file
denyStr msg Text |Code specifying reason for denying access, if ar
showStr |reason Text |Code specifying reason for allowing access, if al
Description

None

Message ID : CGP2609I

330



Logger CGS: Errors
Message ID : CGS2613E

Severity
Error
Long Form
Memory allocation failed in [{0}] at line [{1}]
Short Form
Out of memory
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3025E

Logger CGS: Errors

331



Severity

Error

Long Form

LDT: Unable to remove LDT extended attribute on guard point [{0}]. Error: [{1}]

Short Form

Extended attr delete

Yy

Parameters
Label | CEF Label | Type Usage
filePath |filePath Text |Full path to file
showStr|reason Text | Code specifying reason for allowing access, if al
Description

None

Message ID : CGS3026E

Message ID : CGS3025E

332



Severity
Error
Long Form
LDT-ALERT: QoS failed to start
Short Form
QoS failed to start
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3027E

Severity

Error

Message ID : CGS3026E

333



Long Form

LDT-ALERT: Failed to launch transformation on [{0}]

Short Form

LDT: launch failure

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3028E

Severity

Error

Long Form

LDT: Encryption key for file [{0}] unavailable for LDT, possibly due to loss of communication to DSM

Message ID : CGS3027E

334



Short Form

LDT: Key unavailable

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGS3031E

Severity

Error

Long Form

LDT: Rekey failed for file [{0}] on guard point [{1}]. Error {2}

Short Form

LDT: failed

Message ID : CGS3028E

335



Parameters

Label | CEF Label | Type Usage
filePath|filePath Text Full path to file
ap fileld Text Guardpoint base director
ecode |cnl Numeric|An error code
Description
None

Message ID : CGS3032E

Severity

Error

Long Form

LDT-ALERT: Key rotation failed on guard point [{0}]

Short Form

LDT: Key rotation failed

Message ID : CGS3031E

336



Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGS3033E

Severity
Error
Long Form
LDT-ALERT: Failed to update LDT attribute on guard point [{0}]. Error: [{1}]
Short Form
LDT: Key rotation failure, EA

Parameters

Label | CEF Label | Type Usage
filePath|filePath Text Full path to file

Message ID : CGS3032E 337



Label

CEF Label

Type

Usage

ecode

cnl

Numeric

An error code

Description

None

Message ID : CGS3034E

Severity

Error

Long Form

LDT-ALERT: Failed to suspend rekey on guard point [{0}]

Short Form

LDT: suspend failure

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director

Message ID : CGS3033E

338



Description

None

Message ID : CGS3035E

Severity
Error
Long Form
LDT: Failed to suspend rekey on all guard points
Short Form
LDT: suspend failure: all
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3034E

339



Message ID : CGS3038E

Severity

Error

Long Form

LDT-ALERT: Failed to resume rekey on guard point [{0}]

Short Form

LDT: resume failure

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3039E

Message ID : CGS3038E

340



Severity
Error
Long Form
LDT-ALERT: Failed to resume rekey on all guard points
Short Form
LDT: resume failure: all
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3042E

Severity

Error

Message ID : CGS3039E

341



Long Form

LDT: Skipped LDT recovery on read-only file system [{0}]

Short Form

Skipped LDT recovery: ROFS

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3043E

Severity

Error

Long Form

LDT-ALERT: MDS file [{0}] exceeded diskspace quota on gp [{1}]

Message ID : CGS3042E

342



Short Form

MDS ENOSPC
Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
ap fileld Text |Guardpoint base director
Description

None

Message ID : CGS3044E

Severity

Error

Long Form

LDT: Insufficient memory condition encountered during LDT on guard point [{0}]

Message ID : CGS3043E

343



Short Form

MDS ENOMEM
Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3045E

Severity

Error

Long Form

LDT-ALERT: Failed to update LDT attribute

Short Form

LDT: xattr failure

Message ID : CGS3044E

344



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3047E

Severity

Error

Long Form

LDT-ALERT: Aborting rekey of file [{0}] due to insufficient disk space

Short Form

LDT:SFS ENOSPC

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file

Message ID : CGS3045E

345



Description

None

Message ID : CGS3048E

Severity

Error

Long Form

LDT: Aborting rekey of file [{0}] due to lack of free memory. Try closing other applications to resolve the issue

Short Form

LDT:SFS ENOMEM

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGS3047E

346



Message ID : CGS3049E

Severity

Error

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}]. It is on a read-only file system

Short Form

LDT: Skipped ROFS

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3050E

Message ID : CGS3049E

347



Severity

Error

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}] due to insufficient disk space

Short Form

LDT: Skipped ENOSPC

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3051E

Severity

Error

Message ID : CGS3050E

348



Long Form

LDT-ALERT: Failed to rotate key on guard point [{0}]. Another rekey operation is already in progress

Short Form

LDT: Skipped EBUSY

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3052E

Severity

Error

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}]. Error: [{1}]

Message ID : CGS3051E

349



Short Form

LDT: Skipped, error

y

Parameters
Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base director
ecode|cnl Numeric|An error code
Description

None

Message ID : CGS3053E

Severity

Error

Long Form

LDT-ALERT: Failed to rotate key on guard point [{0}] during pre-commit

Message ID : CGS3052E

350



Short Form

LDT: pre-commit failed

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3054E

Severity

Error

Long Form

LDT-ALERT: Failed to rotate key on guard point [{0}] during commit

Short Form

LDT: commit failed

Message ID : CGS3053E

351



Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGS3055E

Severity

Error

Long Form

LDT: Failed to abort key rotation on guard point [{0}]
Short Form

LDT: abort failed

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGS3054E 352



Description

None

Message ID : CGS3057E

Severity

Error

Long Form

LDT: Extended attribute of inode [%lId] is corrupted under guard point [{0}]

Short Form

LDT: xattr corrupted

Parameters
Label [ CEF Label | Type Usage
node |vds_node |Numeric|A node identifier
ap fileld Text Guardpoint base director

y

Message ID : CGS3055E

353



Description

None

Message ID : CGS3234E

Severity

Error

Long Form

LDT: Rekey failed for file [{0}] on guard point [{1}]. Error {2}. Reason :{3}

Short Form
LDT: failed
Parameters
Label | CEF Label | Type Usage
filePath |filePath Text Full path to file
ap fileld Text Guardpoint base directory
ecode ([cnl Numeric|An error code
showStr|reason Text Code specifying reason for allowing access, if any

Message ID : CGS3057E

354



Description

None

Message ID : CGS3253E

Severity

Error

Long Form

LDT: Extended attribute of inode [%lId] is missing under guard point [{0}]

Short Form

LDT: xattr missing

Parameters
Label [ CEF Label | Type Usage
node |vds_node |Numeric|A node identifier
ap fileld Text Guardpoint base director

y

Message ID : CGS3234E

355



Description

None

Message ID : CGS3259E

Severity

Error

Long Form

IV of file [{0}] is corrupted
Short Form

file IV corrupted

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGS3253E

356



Message ID : CGS3260E

Severity

Error

Long Form

IV of file [{0}] is mismatched(file may be restored to wrong fs)

Short Form

file IV mismatched

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGS3261E

Message ID : CGS3260E

357



Severity

Error

Long Form

LDT-ALERT: failed to rekey segment [{O}] of [{1}]. Error: [{2}]

Short Form

LDT: failure to rekey segment

Parameters
Label | CEF Label | Type Usage
segIlD |vds_segID [Numeric|Segment ID
filePath|filePath Text Full path to file
ecode |cnl Numeric|An error code
Description

None

Message ID : CGS3262E

Message ID : CGS3261E

358



Severity

Error

Long Form

LDT-ALERT: Skipped rekeying [{0}] on guard point [{1}]. Error: [{2}]

Short Form

LDT: skipped rekey on file

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text Full path to file
ap fileld Text Guardpoint base director
ecode |cnl Numeric|An error code
Description

None

Message ID : CGS3263E

Message ID : CGS3262E

359



Severity

Error

Long Form

LDT-ALERT: LDT recovery failure on guard point [{0}]. Error: [{1}]

Short Form

LDT-ALERT: LDT recovery failure

y

Parameters
Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base director
ecode|cnl Numeric|An error code
Description

None

Message ID : CGS3264E

Message ID : CGS3263E

360



Severity

Error

Long Form

LDT-ALERT: Restore of LDT protected file [{0}] not allowed by policy.

Short Form

LDT-ALERT: LDT restore denied

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGS3266E

Severity

Error

Message ID : CGS3264E

361



Long Form
LDT-ALERT: Cannot enable guard point [{0}] due to inconsistencies in underlying file system encountered during LDT recovery.
Short Form

LDT-ALERT: LDT recovery failure

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base directory
Description

None

Message ID : CGS3304E

Severity

Error

Long Form

IDT-TD-ALERT: Node {0} did not respond to pcl command

Message ID : CGS3266E 362



Short Form

IDT-TD-ALERT: Remote node did not respond to pcl

1172

Parameters
Label | CEF Label [ Type Usage
shost | shost Text |Source host nam
Description

None

Message ID : CGS3305E

Severity

Error

Long Form

IDT-TD-ALERT: Node {0} failed to perform voradmin task

Short Form

IDT-TD-ALERT: voradmin failed on remote node

Message ID : CGS3304E

363



Parameters

Label

CEF Label

Type

Usage

shost

shost

Text

Source host nam

1172

Description

None

Message ID : CGS3306E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to find clique for disk {0}

Short Form

IDT-TD-ALERT: Failed to find clique

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director

Message ID : CGS3305E

364



Description

None

Message ID : CGS3307E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to distribute IDT-Capable metadata file to remote nodes

Short Form
IDT-TD-ALERT: Failed to distribute IDT-Capable metadata
Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3306E 365



Message ID : CGS3308E

Severity
Error
Long Form
IDT-TD-ALERT: Failed to move or rename IDT-Capable metadata file on remote nodes
Short Form
IDT-TD-ALERT: Failed to move or rename IDT-Capable metadata
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3309E

Severity

Error

Message ID : CGS3308E 366



Long Form

IDT-TD-ALERT: Failed to get GuardPoint status on remote nodes

Short Form
IDT-TD-ALERT: Failed to get GuardPoint status
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3311E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to complete rekey on remote nodes

Message ID : CGS3309E

367



Short Form
IDT-TD-ALERT: Failed to complete rekey
Parameters
No parameters are provided for this message type
Description

None

Message ID : CGS3312E
Severity
Error

Long Form

LDT-NFS-ALERT: Host waiting to take over NFS GuardPoint {0} for LDT

Short Form

Waiting to take over

Message ID : CGS3311E 368



Parameters

Label | CEF Label [ Type Usage

ap fileld Text | Guardpoint base directory

Description

None

Message ID : CGS3313E

Severity

Error

Long Form

LDT-ALERT: Cannot enable GuardPoint due to wrong policy applied to [{0}]
Short Form

Incorrect policy

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base directory

Message ID : CGS3312E 369



Description

None

Message ID : CGS3314E

Severity

Error

Long Form

LDT: Cannot enable [{0}] due to stale policy

Short Form

LDT: stale policy

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3313E

370



Message ID : CGS3315E

Severity

Error

Long Form

LDT-NFS-ALERT: Cannot enable GuardPoint [{0}] on a read-only file system

Short Form

LDT-NFS: Guarding ROFS

Parameters
Label [ CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3316E

Message ID : CGS3315E

371



Severity

Error

Long Form

LDT-ALERT: Failed to process directory rename for {0}, error {1}

Short Form

LDT: dir rename failed

y

Parameters
Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base director
ecode|cnl Numeric|An error code
Description

None

Message ID : CGS3317E

Message ID : CGS3316E

372



Severity

Error

Long Form

LDT-ALERT: Failed to rekey {0} file(s) in directory {1}

Short Form

LDT: dir rekey errors

Parameters
Label [ CEF Label | Type Usage
count [vds_count |Numeric|A generic count value
ap fileld Text Guardpoint base director
Description

None

Message ID : CGS3319E

Message ID : CGS3317E

373



Severity

Error

Long Form

LDT-NFS-ALERT: Failed to start or stop rekey on GuardPoint [{0}] over NAS, error [{1}]

Short Form

LDT-NFS-ALERT: start or stop failed

y

Parameters
Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base director
ecode|cnl Numeric|An error code
Description

None

Message ID : CGS3327E

Message ID : CGS3319E

374



Severity

Error

Long Form

LDT-ALERT: Election of this host for LDT Group Primary role has failed for GuardPoint [{0}]

Short Form

LDT-NFS-ALERT: primary election failed

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3328E

Severity

Error

Message ID : CGS3327E

375



Long Form

LDT-NFS-ALERT: File operation recovery failed on new primary host after primary election, GuardPoint [{0}] objID [%llu] error
[{1}] source [{2}]

Short Form

LDT-NFS-ALERT: fop recovery failed

Parameters
Label [ CEF Label | Type Usage
ap fileld Text Guardpoint base directory

node |vds_node |Numeric|A node identifier

ecode|cnl Numeric|An error code

count [vds_count |Numeric|A generic count value

Description

None

Message ID : CGS3329E

Message ID : CGS3328E 376



Severity

Error

Long Form

LDT-NFS-ALERT: LDT recovery failed on new primary host after primary election, GuardPoint [{0}] objID [%llu] error [{1}]
Short Form

LDT-NFS-ALERT: LDT recovery failed

Parameters
Label | CEF Label | Type Usage
ap fileld Text Guardpoint base directory
node |vds_node |Numeric|A node identifier
ecode|cnl Numeric|An error code
Description
None

Message ID : CGS3331E

Message ID : CGS3329E 377



Severity

Error

Long Form

LDT-NFS-ALERT: File operation failed on secondary host, GuardPoint [{0}] objID [%lIu] error [{1}] source [{2}]

Short Form

LDT-NFS-ALERT: fop failed on secondary

y

Parameters
Label | CEF Label | Type Usage
ap fileld Text Guardpoint base director
node |vds_node |Numeric|A node identifier
ecode|cnl Numeric|An error code
count [vds_count |Numeric|A generic count value
Description

None

Message ID : CGS3331E

378



Message ID : CGS3335E

Severity

Error

Long Form

LDT-ALERT: Failed to check rekey status on file {0}, error {1}
Short Form

LDT: monitor failed

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text Full path to file
ecode |[cnl Numeric [ An error code
Description
None

Message ID : CGS3335E 379



Message ID : CGS3336E

Severity

Error

Long Form

LDT-ALERT: Failed to enable/apply GuardPoint [{0}]

Short Form
Guard failed
Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGS3337E

Message ID : CGS3336E

380



Severity

Error

Long Form

LDT-ALERT: Failed to disable/delete GuardPoint [{0}]

Short Form

Unguard failed

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base director
Description

None

Message ID : CGS3338E

Severity

Error

Message ID : CGS3337E

381



Long Form

LDT-ALERT: Failed to join GuardPoint group [{0}]

Short Form
LGS join failed
Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description
None

Message ID : CGS3339E

Severity

Error

Long Form

LDT-ALERT: Failed to leave GuardPoint group [{0}]

Message ID : CGS3338E

382



Short Form

LGS leave failed

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base directory
Description

None

Message ID : CGS3340E

Severity
Error
Long Form

LDT-ALERT: Failed to enumerate GuardPoint [{0}], please verify the provided CIFS credentials. CIFS credentials may be expirec
or may not have permission to access.

Short Form

Invalid creds

Message ID : CGS3339E 383



Parameters

Label

CEF Label

Type

Usage

gp

fileld

Text

Guardpoint base director

Description

None

Message ID : CGS3341E

Severity

Error

Long Form

LDT-ALERT: Failed to authenticate a user.

Short Form

CIFS Login error

Parameters

No parameters are provided for this message type

Message ID : CGS3340E

384



Description

None

Message ID : CGS3342E

Severity
Error
Long Form
LDT-NFS-ALERT: Error processing LDTC message for GuardPoint [{0}], error [{1}], source [{2}]
Short Form
LDT-NFS-ALERT: bad msg

Parameters

Label [ CEF Label | Type Usage

ap fileld Text Guardpoint base directory

ecode|cnl Numeric|An error code

count [vds_count |Numeric|A generic count value

Message ID : CGS3341E 385



Description

None

Message ID : CGS3344E

Severity

Error

Long Form

LDT-NFS-ALERT: Not guarding path [{0}] (Reason: LDT version installed on host is incompatible with version on primary host)
Short Form

LDT-NFS-ALERT: msg ver mismatch

Parameters
Label | CEF Label [ Type Usage
ap fileld Text | Guardpoint base directory
Description

None

Message ID : CGS3342E 386



Logger CGS: Information

Message ID : CGS3029I

Severity

Information

Long Form

LDT: Cannot enable guard point [{0}] during LDT clean-up process

Short Form

LDT: EA removing

Parameters
Label | CEF Label | Type Usage
ap fileld Text | Guardpoint base director
Description

None

Logger CGS: Information
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Message ID : CGS3030I

Severity

Information

Long Form

LDT: Successfully rekeyed file [{0}]

Short Form

Successfully rekeyed

Parameters
Label | CEF Label | Type Usage
filePath|filePath Text |Full path to file
Description

None

Message ID : CGS3036l

Message ID : CGS3030I
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Severity

Information

Long Form

LDT: Successfully suspended rekey on guard point [{0}]

Short Form

LDT: suspend success
